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<o.0.0 gUnIRilosiuuaznsI193YN15YngN (Intrusion Prevention System)
I o YA
cool qUIsBIVIMITANTIrUuTeiuLarasa9dunIsynyn (Intrusion
Prevention System) 310U o YA
&.0.6.m qUnmimﬂm‘fuuaz’nmeﬁﬁuqnmuﬁ’uqe (Advanced Persistent
Threats) 91U o Y9
cooc srvvguinanlunisueaiuwaruinisdanisuuusingud
(Centralized Visibility and Control) §147u @ S¥uU
f{lwmmmﬁ'ﬁw Aus1ed wavesnuuy wieisdaununissuiuaunsing
OF Imumaq‘lmumwtﬁu'ﬁaumnpmsmwmwswsumzﬂmﬁwaunau
fiumsings
Quwmauammwueﬁawsaamunwmnmwgnam viieudmilduanuves
Auan dmiu winiel Hardware 3o Software aue Taviliifonsy CATRR
\huvedlmiliweldamandou ag’l‘uawmmamummuuaquﬁwmnuﬂmaam
TEUEANIN
fliirarsosdaoussuy wiemenmaussneumsindsoenationdail
- gileansguvesiuan (Hardware uay Software) Wauanuiiaue
. Lanmsuammsmwummmmm\%vm y (Conﬁguratlon) Fansidenviegqunsel
#in9 ) MuLATeT e (Network) mmq’dnsmmauamwum
- @nansuanImsimuad Configuration YedsvuUIMuARMTiaue
gWiidrazdosduiiunisdafineusudumain Widmiigguassuy
dlinau namy. maueteioy o Ay

<lo dafmuanedmmaina
«lo.o UnIRileiuLarnTI9dunI5YNN (Intrusion Prevention System) 9117 lo
- wa v wod
0 deuauTRotaoodal
v & “ v o« Y
cooo  #oudu Hardware fieanuuuniteriminiitestunisyngnma

\A39918 Next Generation Intrusion Prevention (NGIPS) #3o Data
Center Intrusion Prevention (DCIPS) Tasiawiy liiudnwue
Unified Threat Management (UTM) # 5 ® Next Generation
Firewall (NGFW)
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#4il IPS Inspection Throughput li¥esnia & Gbps wazse5u
mivereailunansnduldlitesnit o Gbps lunilsssuy
Tnglifeaabugunsal Tavanunsng1a8s91n Website w3e tonans
N VDINARue
armsnsesfunisilousde Curent Sessions 131 o6 nin
0,000,000 Sessions lunilaszuy Taseugunsaiiiuei
\Wiv1 wie ¥h stacking v3ewauegunsnl nazarslvanianuiely
awnsafulnandandnld Tavarursnd198491n Website n3o
LONANTVINNIVBINAR TS
a1u1505095un1si@onse New Connections 1dlaiteundn
bdo,000 Connections per second Tunilsszuu Tnvawsndeda
91N Website ¥39 LoNa159 N V0INANTU9
AU305935UN1991 SSL Inspection Throughput lahitasnin o
Gbps Tunilssvuu Tnvawsndradeein Website wis tonarsan
WIDINAN U
awnsadunisidense (Network Connectivity) latates eo
Segments Taeiiuuszinm interface fsioluil
(@) 1 interface WUy @GE Copper litiounin b Segments n3o
@lo Wosn
(o) 1§ Interface WUV @oGE SFP+ Multi-Mode (SR) litiounin «
Segments N30 @ Wein Wi Transceiver d1M5unns
\ousio
nanAusiiauesylivildssuuiinnismiag (Latency) niovey
Wialed Ly €o pS (microseconds) Tasaru15061498997n
Website #39 1ona159NA1U0 AN Anusilel
#1945l Management Port WUy out-of-band @o/@co/@coo RI-
«& TMIBLNBY @ NN
annsansreduismayninuaztestuinioislddieluiituets
o Exploits, Identity Theft, Spyware, Virus, Vulnerabilities,
Network Equipment ( Malicious attacks through printers,
modems, routers and integrated phone systems), Traffic
Normalization ( improper or malformed traffic) , Instant
Messaging, Peer-to-Peer (PoP), Streaming Media way DDoS ¢
Wusthaloy
annsolunmsmunudeyaiitasdsan IP Address, Domains 3o
URL Tasn1sléidioyann Reputation Database 161
a1m150lun159an15nsIMHAIIN geographic region N30 country
1%
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@.6.0b ﬁaeﬁﬁumauaﬂun’nmwﬁu DNS requests 910 Infected Hosts
Lﬂaﬁaaﬁ’uwuumn Known Malware Families wa¥ Suspicious
Dorain Names #1a$1991n Unknown Malware Families

cvo.on daru150lunistveady Known, Unknown W@ ¥ Undisclosed
vulnerabilities Taen151¥4oyav1n Threat Intelligence n3e
Researchers 9IN1Y0INARAMITLA

«0.0.0& mmmﬁwmus’wﬁussuums'mi‘fuuas’nmwﬁﬁuqnmm‘?’uqa
(Advanced Persistent Threats) tiauelulasenslé

<.o.od #0il Power Supply WU Redundant Hot-Swappable 91474 o
iy

Co.e.0b  ANNIOHNANNINTEIU IPVD uas GRE 16

clo.oon  qUnsaiinaussededldiunisiusesnasadtlunisldauen
EN, UL, FCC, VCCI uag CSA Wuataiow

< cooos  gUNINFBsaNNI0Radlug RACK vwimnasgiu o ik

«lolo guUniniuinsdanisssuutestuuarnsandunisyngn (ntrusion Prevention
System) §1 @ Y SipuaniRetretosdil
<ol.e  #ouilu Hardware floonuuusndmivuimsdanmssvuutiosiunay
m’lﬁumsqninﬁﬁ'uauawus'mquﬁ (Centralized Management)
Wi
ool fmth Dashboard fuanstieyamariiuesatos
(@) Health and Status Lﬁa'lﬁ'?fa:ga Memory ua¥ CPU usage
Tean LYy Managed Devices
(o) Task Status iilel¥iteyauean1snizany Profile, Reputation
way Software Version UJaqUuves IPS
(m) Inspection Event Lﬁauamﬁm‘.}atﬁmﬁu Events 7IAndu
‘ way Top Events 1 IP %39 Geographic location
(® Security Lﬁa'lﬁ'ﬁ'm‘.]ﬂﬂauhu’zums Attacks, Top Attack
Destinations (IP wa¥ Geography) wat Top Attack Sources
(IP war Geography) léiptnaioy
(@) Reputation Lﬁa'lﬁ'ﬁ'a:‘.]avaa Top Reputation DNS Names
way Top Reputation IP Addresses

(o)  User Lﬁa'lﬁ‘ffaqaﬂm Top App Users way Top Attack Users
saanansavh Customized Dashboard Iéifusenaioy
lolom  @nnsndari Reports ereluilldiuegiaios
(@) Al attacks, Top attacks, Top attacks by country, Top
destinations, Top IPS VLANs with attacks, Top sources
way Top users

() All applications, Top applications, Top attacks , by
country Uag Top PP peers
P
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&blo.a

&blo.&

cblo.b

& b.lo.o

&.lo.c

&blo.x

a<bvlb.eo

Cv.v.66
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(m) All DNS Requestors, All Reputation DNS Names, All
Reputation IP Addresses, Top DNS Requestors, Top
Reputation by Country, Top Reputation DNS Names way
Top Reputation IP Addresses

(@) Rate Limit Reports, DDoS Reports Wat Executive Reports

finudangulun1suinisdanis Network Security Policy 1Ué

IPS devices ¢

annindateyaududeuluds Syslog Server, Email uay SNMPvio

Ieidusgraiee

A101905095UN19Y 19U 590U Third-party Vulnerability

Assessments I Rapide, Qualys waz Tenable 1 au1daya

cves AlA UL un5UT U PS Security Policy 19 ¥ 89U Known

Vulnerabilities Tuseuu Network lot

annsauimitanisguninitesiunaznsrsdunmsyngnls liidioy

N lod 4n

annanfumagnised (Events) dlivioundt woo Million Historical

Events Tnua1u1906198499n Website n3e 1onarsainidrves

wanAouailey

A1UITAVINITIANITHIY Web-based interface way Command

Line Interface (CLI) ¢t

3 Power Supply WUy Redundant 38 Hot Swappable 1{ustia

"oy

qUnsnidesaNIaRnAalug RACK 1unmanasgiu e ald

<lom gUnItinTdularinTwiisanAdugs (Advanced Persistent Threats)

o - asen ' v L A’
VU @ TEUU UANANUABENUBEAIU

&v.m.6

&.v.m.lo

annsanrsdusartestusvgnamduieluiils Wusdaliey

(@) Targeted Attacks way Advanced Threats

(o) Targeted wa¥ Known Ransomware Attacks

(m) Zero-day Malware uay Document Exploits

(@) Attacker Behavior wag Other Network Activity

(&) Web Threats, including Exploits way Drive-by Downloads
(0)  Phishing, Spear Phishing, wag Other Email Threats

() Data Exfiltration

(@) Bots, Trojans, Worms, Keyloggers

(«) Disruptive Applications
annsalumsnsnaeuivanantugasmalulageiaion deil
(@) Custom Sandbox Analysis

() Broad File Analysis Range

(n) Document Exploit Detection



& lo.em.em

@ lo.ma

< o.m.&

& lo.m.D

& v.m.e

& b.mc

& o.m.«

-H-

(& URL analysis Pattern

(&) Detect Zero-day exploits

(®)  Web services APl and manual submission

(@) Discover Ransomware through reputation-based analysis
(@)  Superior Evasion Resistance
annsaiudietaiugnauiidesasdusanan URL 970 Intrusion
Prevention System finauslulasimsiteyhnmsimsvsiuussuy
sandbox wdwniuaunsneenuansismindusniftoseyedes
e sufasesdumsmiussuuiiiogdasifls

(@) Palo Alto Firewall %38 CheckPoint

(o) BlueCoat

a1u1301un13 monitors V]nwﬂﬂ?‘lnﬁd'\u Physical wa¥ Virtual
network Segments 1A85935U1NNT1 @oo Network Protocols
Wovrumsivdau Target Attacks, Advanced Threats wa ¥
Ransomware 9 1N v'? 1 Inbound, Outbound Network Traffic,
Lateral Movement uag C&C 141

a1m190lun15m3293U APT and Targeted Attacks S'Juv'l"'amissq
Malicious Content, Communications and Behavior ﬁ a 909
Advanced Malware KnunnqtumeuvesmsTaufidareluils

(@) Intelligence Gathering

(o) Point of Entry

(m) C&C Communication

(€ Lateral Movement

(®) Assets/Data Discovery

(o) Data Exfiltration

(@)  Unknown Attack Phase
ansaviruiniusrvulesiuuarniiadunisyngn (intrusion
Prevention System) fijnauslulasanisle denisdadoyailios
asduifianiu IP Addresses way Domain Names Irifuszuu taariu
uAzATIIFUMIYNIN (Intrusion Prevention System) it Block 1ot
a1u135av1 Packet Capture (pcap) WevnisnsIvaausEninang
Toud waznasnslaudle
ausadenadtessuvinsizvdiasaaiiou (Custom Virtual
Analyzer #38 Custom Sandbox) yusEUUU{UR Windows XP,
Windows &, Windows &/&.®, Windows & o, Windows Server
woom, Windows Server booa, Windows Server boalb, Uiy
Windows Server boab $7u1a3895UN15%1 Sandbox dmiy
MacOs ilaifiupnaondtlfsuusnnistiu

Virtual Analyzer lusvuuiiiniausanansoyih Static uag Dynami
Analysis insesidnunanynumsnaydeilld
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& v.m.eo

& ©.m.e66

@ v.m.eb

&.©o.m.em

@ lo.med

ab.med

-

(@)  Anti-Security wag Self-Preservation

(w)  Auto start ¥® Other System Configuration

(m) Deception wa¥ Social Engineering

(@  File Drop, Download, Sharing, %38 Replication

(& Hijack, Redirection, #58 Data Theft

(®) Malformed, Defective %58 Known Malware Traits

(@)  Process, Service W39 Memory Object Change

(@) Rootkit, Cloaking

(@) Suspicious Network 38 Messaging Activity
A111309093UN13M15¥1 Sandbox 1éigeaatl bo Instances
annsauamedeyalunsnsduduieludififuedntos

(@) Activity detected

(o) Attack phase

(m) Detection name

(€) Detection rule ID

(®) Detection severity

(o) Detection type

(@) Event class

(@) Notable Object

(«) Protocol

(@) Reference

(e@) Targeted attack campaign

(elo) Targeted attack related

(@) Threat

(e«) Threat description

(o) Timestamp

(@) URL category

(@m) Virtual Analyzer risk level
awninseafunismsaamduanaslu Protocol SMB, DHCP, DNS,
File Transfer, FTP, HTTP, ICMP, IMAP&, POP« , MODBUS, RDP,
SCADA, TELNET, SMTP, MSSQL, MYSQL, ORACLE, POSTGRES,
SQL, RTMP, RTSP, TCP, TFTP, UDP, SIPe, IGMP, IP, MMS, SNMP
waz SSH aluedraion

a1u150a51951897u (Report) 1¢ Wauuu On-Demand uas
Schedules Tnpeanuluguuuy PDF Ififusgnaios sunfaanunse
dadu email senlulviiugguaszuuls

a1u190a51995180135 Executive Report, Host Severity Report,
Summary Report wae Threat Detection Report Inluetavion
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annsniusegraivgnaniifesadsdimn file MnwonduaTFy
rmaoafudmiuiniouivie (Server Security Software) fiflog
Wild

#osoglungu Recommended 984 NSS LABS report Tudauues
Breach Detection Systems (BDS) Security Value Map U bo e
uay boos Wi uandwendnfusifeiaruilulsanalng
Wiesesiuuimandansidn

<lo.@ ssuuguinatdlunsueaiunazuinisdanisuuusaugud (Centralized
IRl ] ° - W ' L4 o :
Visibility and Control) 914U @ 58UV lRMaNYMEDENUBY ALl

& v.&.6

cb.al

& b.a.m

Wugudnarslunisuinsdanislasaiuisovinausiiniussuy
Uoafunarns293un13ynin (intrusion Prevention System) ua
FEUUTEUUNTINIY uas’:mﬂaﬁﬁuqnmu'g’uqa (Advanced
Persistent Threats) At niaualulasanaseuniin web-based
console 5auMawaNARITFmAINYaDA A B M TUIATDIRAITY
(Server Security Software)lg

fimir Dashboard fiaunsauandioyadasoluils

(@) Critical Threats

() Resolved Events

(m) Users with Threats

(€ Endpoints with Threats

(& Top Threats

(o) Product Connection Status

(@) Product Component Status

(@) Product Application Compliance

() Ransomware Prevention
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