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bit (LSB) A Snilegunilean dadudniien
Usgdmdntesfigau dnifideddyde o
\uwmadeildaulasialu dedenisldu
Steganography (A1AKNUIN A.) LAY
Watermarking Tumnfiatiagldusylomian
Quantization Error #58 Noise YDIF Y IU

e Feagideyaviinisidnsiavudnid

'
a

ANudAAyteeianvesloyaldes (Silver,
2011)

1.11.2.3 Replica Method (RMM)

mahdssduatuidieldlunisadns
aneth nsdeudssayiiou (Echo hiding)
Juseg9iid Replica \Junasusiuadly
Fygrandssduatuuuniimiudlamuuss
aeth lunsasaaduausa Replica a7n
apthvsdsazauLIandUULTHaRTY

anduius (correlation function) @adutly

dARURINIEUIUNTI (Petrovic, 2001)
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g g

Original Sigiial
LA Echo Signal
’ £y
Echo Amplitude
¥
0 d
je Deler

Offset

Time

MW 1 - 2 Kernels for Echo hiding (Kim, 2003)

1.11.2.4 Dither watermarking

Dither 1Judeyayaudes (Noise) wiln
vilanogludynaides Fazdnunmiiaian
Tagldimadanisdu Sampling Faifunszuau
nsulasdeeaineunaenunduldesuuu
AInea Tudyg ufanea (digitizing signal)
Fadunailaneufiverinisussuana Tag
aldvmatinresnisvin Quantization

1.11.2.5 Self-Marking Method

madntiRenisivuns L ﬁag
wazrinvesanstnegsdneu szinsldides
Fovduaerh unsnadludesdigons wie
smuslilutiades Fasdandusdiade
Tnetluudrasldsutumaiiadug

1.11.2.6 Time Scale Modification

Alla Time Scale A8n1s
Wasuuasesguadudes Tnsazlingean
Y993UnAY UaznAngnvesgUnay muali

o

gogegalunnuuinduy “17 uazqasgnaly

CRT] q

= Unpy S & A an ° H
wnuautdu “0” ududnisusIN1TNIalsun
(Jonathan, 2011)

MWA 1 - 2 Kernels for Echo hiding (Kim, 2003)

oA

Pnnnalianied dvareusenladl
wadawarduwaundududiwazuinig
Tnedenlddrulugavidunisnauinaina

Lailevaanmatlalamaiianiislunisyin



1.12 ns:UdUNISWUUISIUU
Second Screen yaiUszINAlNg

NIZUIUNITNAUITLUY Second
Screen vaslve Tfiwaunogliinniin 81
1 Inemsl Mepassion “a= yauTemiimaL
Indenldimatianisuszanyszaiuszning
N19%1 Audio Watermarking laglang
Inwan lasuduwuuN1In Singtel Uszine
Asalud Alvuinisegudn Mainszuauns
fimunazgnuiseenitu 3 dalugsil

12.1 S¥UU Presentation (User Inter-
face : Ul)

12.2 ssuuuimsveya (Content Man-
agement System: CMS)

12.3 syuvdadayanmninas (Content
Delivery Network: CDN)

S e

MUWA 1 - 4 NS:UUMSWEULNS:UU Second Screen

nsans fINVIL.
Us:anl 2657 & 033

1.13 S:UU Presentation (User
Interface : Ul)

5¥UU Presentation @w3u Second
Screen aggnai1alu Application uwaunsel
817U Ipad IPhone Android tdudu &4
duilavesnisinsedeansivglden Tu
n1seaniuy Ul ag@’f@q%@g’%immsﬁ
Fosnsvin 1y :ensudstunnuea Bl
wiars18n13 azliauuand1eiuld win
Husremsnmeuns axiideyaiiagliiugi
T wansafusiensfniidesnisdeya
adf anmdiau usseniantswdadu Wusiu
Fadurilaveanisvih Second Screen (AN

i 4)

MWA 1- 5 Second Screen Ul
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1.14 01AUs:nauyol) Second
Screen

Second Screen U Middleware 6‘?1!\1%
Fosdinsieunelusiies wasdfoadon
fuszuudu q Feennasileguielsl Tuegiy
WtnfiasilUldfssuu ssuvanunsoadeasse
demFuunedldmuusgldauagiifoya
o9 unld wiogrslsimuszuvazauysalld
Tuasdessaioussuu efiu stUUUE™S
IAN15318117 (Electronic program guides :
EPGs) szuudoviseeulal (Ecommerce)
STUVUIMTIANISlawad) (Ads presenta-

tion) tudu

1.16 s:uuusHIsUala (Content
Management System: CMS)
szuuudmsteya laeluazgniFen
1 CMS Faduszuu Middleware ¥t
Uimsdansteyaiiaztinaue fondussuu

v v 2

PAIUTU ssw%maﬁ@ﬂﬁﬁu%gaﬁlﬂu

Monws gUnn F0le wagides Wudu szuy
3

g
ronipultiauduiusiu Application

v
g

HinsuanAl IR LAZIIEY ATeT
1ddmsunsimuiazidy PHP “3e Net
Ineillassasrwuulusunsudeing (Object
Oriented) wazfigrudoyaiionisdniiu
Database foufiazdslyl App ¥n1suanina
svuuilzdutlevesnis

191489 Second Screen

ALY NUININETTLUBNN

sUn uazdfle lnenszuy

ANU150E5 10 UDMNVULLDS

Tnggldauladnnssuiuns

e Usen1sNaeaseuuay

M lemduluwans

Tu Application ﬁﬁsﬂﬁﬂ%ms

Second Screen
Engine
SS Present [——»
=) BMS
BMS Sy " APl
—
CMS online CMS gnlne
Syste |
i o cMs GAME [—»
Second
Screen P
Ads Present ——»
System API
Payment
Second Screen | Screen VDO galeway APl
VDO System Engine API
3rd.
In House s
APP Center
Ads Server ikl
3rd. - DB Log
Ads Server

MWA 1 - 6 8JAUS:NOU Second Screen lia: 3rd Party yais:uu

Jan15lY 19w iPhone 30
iPad {Wudu Usznisanving
szuvazanfiunisiudeys
fldanuitevhmsuszanana
IR Rating kagngAnIsy

URNARERIY



nsans FINVIL.

Us:anl 2657 & 035

CDN System
Second Sreen a\:go Management
ne
CDN APP
DNS
Contr
CMs o9 | o Network
Server /
CDN Control
- VDO Control Unit
S
= Profile Control [ —* Streaming Server
Encode Server Ads Insertion Unit \ S —
ac Logging
DRM Insertion Unit Open X
/ Ads Server
QC Server Logging Server DRM Wowza

MWA 1 - 7 HhAMSMNUYoI CMS

1.16 s:uudidoyancuNIWEJ
(Content Delivery Network:
CDN)

feszuuihdsteyaidesnstiausly
Ja5SusemnusIEs ssuuAinavedissuy
nansfideienfusEuy CMS way Database
dogldansionslideya azvinisvennny
F99N15 (request) 18358 UU CMS SEUURE
¥n1snsr9ae Uiy sfisnvesgldany
1ngld Domain name system (DNS) %3 DNS
NI umisegitlvy szuu CON s
Lﬂ%adgﬂl’nuﬁﬁhd‘] 7tdu Internet data
center (IDC) wlens1uinegilvu CON 92
¥n3ns298eUdn Content Aidaan15ogi
CON fatuvdola difliuansna uidlad
%181 Content # Core CMS luuansua

Tumsyikuuiagaunsnaniantunisvineu

adlsognasinsi wazdundeuldlu Youtube

Facebook tumu

Without CDN:
MWA 1 - 8 s:UURIUG CDN

With CDN:

MWA 1 - 9 s:UUARD CDN
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2.1 wamsAnw
H3duladnyIn1sin
Wl upe Second Screen
Tunateguuuy vafidy
syuUdnse wazsvuud
A519RUAUABINTTVDY
Al MENEANETBISEULE
Igdmaluladandndes
WU @ v0INIT
denldmaluladd e
nsiiaftag vesntnlu
ssuvdsmieszuuiiiy Cable
Satellite wagszuULan
mafuFuTuinisaadlsl
Wiy aztuusvaunisel
Yo l991usEUY Second
Screen wniauslign
Fasfiiunzauuds e
vinlwessasalunslaau
anas
H3delalid1din
AIUVDY Second Screen
delmidn Connected TV
msgmagiseidedn Tuge
#353mead n13¥uans
MafeIidIsnuagaly
NG AnTINE 1Y 91U
Tudepuiesdagiu Tu
seneiisurLTiasiingsld
97U Social Network lusg

o
a (Y

annalunaneAsIaryinng

v
[

WornsrusyuU Online Faludndosmandslumsmsela
WanunedAgyues Second Screen AntLilanan
lanunsadnaweuwifile vise teyaillevmiuinninuwiil me

¥

a1nluTeea1 vive vy Tunstiaueunndu way

v v

9
ANTU L51WLNNITUNEUBRLUUNIT “More Information” &4
azidurdeaundnlunsvauiszsuusina

2.2 NS:UlUNMISIa=yunouydl) Second
Screen

Phaoto
Library

ADs

N E-commarce
server

MUWA 2 - 1 Workflow mMsMNuyal Second Screen

M 2-1 wansliiiiuinn1svhaueesszuy Second
Screen 1 azi3uguanMINAALIeM (Content) HhuSesddy
Tunswamiformniftefiesthiauessuvazdosaiiriussuuseg
iethteyaiiieteunltifudumiwesnmsitaus szuuiioy
Fownfendos Wy seuu MAM (Metadata Access Manage-
ment) Gahmsuimsdanmsiulndlugiuuuvedddle szuu
Photo Library aiflumsannisfussuulwdgunmitduninia
53U Web CMS lunsdifiivesszuuiimsthiausluguuuy
%94 Online agudn Toyailagavanunsaviunuszneuldls syuy
Ads Server Foszuuiiuivnsdnnislanan seuudsnuooulat]
(Social Network) Lilemsiieusionazadanguaniivouels
fivdlouduazfunsyanouandsudeyaseiiu anvhede
580U E-commerce tiadumeldlvitussuudl famunvesnis
Afiun1sazgnasiolvifiussuy Content Delivery Network :

CDN Faagyihvthiinsgnewilom el lugildnu



2.3 9JAUS:NdUHaNYD]
Connected TV
PNNTANYINUINDIAUTENBUNAN
Usznause Lilom (Content) Asfigfldany
1650 (User benefit) msfigldfamusiu fdaniug
(Inter Active) WagnsEUIUNTUAIUIU (Back-

end Process) Fanuainanslinng 2-2

Main Components

Inter Activities

User benefit

Content

Backend Process

Program Analytic Marketing Data
Design Tool Plan Management

MUWA 2-2 2IAUS:NOUHENYDI Connected TV

L .
2.4 1UoH1 (Content)
ABULNUANILUINEUD DUTTUUVDS
Second Screen awidudoyaiignifinduain

mihaenaniiaueay (First Screen) 339919

a

wi3unladn More Information Fayaiiiiial

v 1%
= a

Juilsfunisadrsyadnfinlviudomi
dauanseglifinnuaysaifisdy Wy lu
Msudstuinuea fivuegniatiudeanis
foya egratu Fetnmy unumsidy AN
anysalvesiiu lugrsanneuihnisuedu Ty
sgwhavhmsusedu fuiifignldunniiae

A 1 b = =

WL lAADNBBUVBITIULFDE 1158 N1ULST JNNS

9 Y Y

o
[ =l

WryuARTa kavdinsihranAniAaTalunud

Faviiuinigldaussuansaiiages

nsans FINVIL.
Us:anl 2857 & 037

nmnsutsduldassessosalunssuaniy
Huaumilwoanunisutstu aansoining
Fnseimevhaumesdiinaouldunntu dwmsu
UAIUY1Y Second Screen AETUNUIM
wndulunininauenimdildauise
UUNAUBRIUNUNIONAN TBYALTIEAN UHUE
Fiienledluafausing 9 deyadiuynnai
WBINSAENTIU W e Tuifsusswns
Al¥udesnInIuUsEiRves wa.e Ussens
Junslay aun1sAnwaninuluisisey
fiftousiugudulasthe wae Uszend ae
Fou e, fuluu Wiessnsunrudusiug
#ineg Fausniezidudesduinlunissiusu
Youa Fensrdnnszagluluvaned viilving
Suraiaondniienuaynauuaniu fadu
lUnungud Infotainment

ognilsfimussuuiliansatiausly
VNABUUA ¥3BmnN13alla LN 1engAns sy
Alde Internet Tutagduazuslnansumud
9T Laymsenuduuuusu o) (Scream
and Scan) msziatasiielunisiandeya
yupiidnas ddnwsiidn Snvlaiinansde
Tanls anunsawiaiinvespoumudenn
Ju 4 Usswfie

2.4.1 frmilade (Text)

2.4.2 n (Picture)

2.4.3 74l (Video)

2.4.4 \@g4 (Sound)

=3

FIUUAVRIADULNUA UAUNSOEDANT bU

Auslaadnlaludeiigdeansinds Feaeiide

AU

wANFNINNBIAUTENBU STaRiliie (Multimedia)
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feuiay Faagiidnuilediude & (Color)
widutlatuINa 1 luRUe IR U UALA?

al 1o 1 v
daglilthunsiuae

2.5 US:IOHUOJHOUIHUéﬁDT
Uldnuilio Second Screen
USLLANUDIAD U UAEINNTOL U DN
muaanlaveuslan 91938na1ladn
poulnudyln Aw 3ale wavides lula
a’lmiaﬁﬁmﬁuiu Second Screen Wag
Bulad anunld anunsousnidu 3 Useiam
YInOUMUARIT
2.5.1 uanse1sual (Feeling and
Emotion)
AeUMUAUSEIM 9 aansa
309319 9 fuanddiifuieanuila

=

ela Aush ANTULSY a8 WRNTTe]

1% ]

Soyahwazdn Ussmeveniudied 2554 10y
fiaulavesusymvulne doSyauuaas
91 Asiitninuazguilaadnilvgdeanis
WiuRetnvessyafinantersuaieann
vl nnidiyadludenisnaineg19bs
3ndeg1ands N1TLAAINITVEIUIEN
ednuaifludeanisyuant (2557) udail
thavesunen dendusenlundubuudu
2.5.2 WAnINEANTIY (Action)
aownudeiiail (Junisuans
flazdosiviimadszneu nssed wienns
wdsduiiv Wy amnsvidsealuaven
MsnglaIzIImMsEndne ad. luan Dudu

Fappuwudvdaiaziinnueniluuinidn we

aguanstnaiiiugeinala vie Useiiiu
donmdnvosnaumud
2.5.3 1llassanwIs tazina (Syfy
and Sex)
ARWNUAINTOsTTUYIR wag
e (Hureumudildsuanudenangild
nuduledun mnmaiudeyaves google
w1 THnuivleduaznisduniouns
unfign Feaniesssuyandadudaiau
Aoen1sAum egruduy uenineengnidu
nédne 1usiu
pouuAmai uosdUsenoundnly
Nt LaueARULNUE d11SU Second Screen
WNSIEAIENNUTVDT NEANY. wazn1T
WEUaNIN viseRRUUYRST vinldeya
wangUssinnlienaiausls
MndedrinluFemginsuvesaulng
ylvnsinausaszdondonaoumudii
3 yiin anduunulunninaue 910 3
Ussiamiing1aan reumudivantiureuwmd
firspegldan Sununeumuddannsnusy
w14y Second Screen 1# uauuagiv

A1RANNNVLANTUNIS

2.6 &NgEnulasu

(User benefit)
Aldemuaglisuussaunisallug Tunis

fufdnansiunnit sadedoyaluidedn

ndveusnlunsdiaue wiee1aagnaild

31 “More Information” Feazdanaliiin

User generate content ﬁﬁ;ﬁ%’mus’mﬁ’u



asadlomifindu wardaRndomiamednu
wangaufunguildausing Tnefmun
wdeslinadnuazdd 1. hedensldau
(Easy) 2. @ynaury (Fun) way 3. FnLau
(Simple) Aunaniiferilavesnsrienu
ynfuilsliaunsoufastddn “Tan
Bnamniu” msiznishadedeansinty
My dudn ideudaneliAnnsdeans
nsfuansihadendomngalu we. i luud
nsfivfduiusaunuiuisneliindeny
anfiiluthgtumomniedesdefiavananin
Suranaunduanguule Social Media 34
Wranfiunumnntu fsdinelfAnnginssu
wieniltu Share Vote Poll Comment Chat
wag Check in gaUanatianIuRBINTSHfINY

Tudany

2.7 NS=U2UMISHAIUU
(Backend Process)
nszulunIsndest 1w udnduluy
nsadrsliuszauainudnied adoadl
NSTUIUNITNNTODALUY SINDIN1TBALUY
ADULVUA LAZWUIAITDY App TNy
wdestlelumsiinsgideyaiiielfiduaiesdle
ﬁgqL%QUizLﬁuLLaza%mﬁﬁﬁwﬂ%ﬂm du
YDINIFINUHUNITAAIATIALZEY UAZNTT

a v a9 v a ¢
UImsteyaniegliinuselenigen

2.8 InAluladnidon(dnu
2.8.1 Audio watermarking (AWM) iU

Time sync

nsans FINVIL.
Us:anl 2657 & 039

YVa v a

Fideiidendldimalulad Audio
watermarking (AWM) U Time sync Waxfi
FWAUNITHRIUY App VU |OS tay Android
oy AWM agvivirfluendinuvestoss
o warsenstug Tneavilesduszneu
Tnssadan1seeilionsiu App wag System Bu
q ¢ wsemalladiavanunsowdtaymily
2 Uszn13Ae

1. NM3UDNanIuLAInU (Indentified)
wialulagazaunsaueniNan Uz YA

Tluanniifivesesls nensezlsnsuruer

=

2. MsudnNalunanvngay (Delay)

a1

WD991nN1501819097 H¥89n19n1588n

¥ da

onFaNeteme Tduwuunatupy
Luvuaie wasadaid Seiiund
NSUERINAsIENTSIREIUANIaI uean U
Ananszeznanesdaitilowdanina 01
WU ALiBNd Delay Usenned 11 W17 ag
maftuRue Delay Ussana 5 3unit Wudu
2.8.2 Content Delivery Network (CDN)
naemaluladenaagnanifaunes
AMAvBINISYIELeWInTY (Presentation)
LLﬁiéﬂﬁﬁ%{f&JLgaﬂi‘gmﬂIﬂag CDN ffesann
\dunsadreUszaunsalfialsrfuglda
37 Content dsdsflofldaulsisaniania
waluladdu 9 uaztisairenuaynauIL
feuf Content duawilvwelug) eghaty
VDO HD 3stieassessasalaidusenaf
2.8.3 Content Management System
(CMS)



NBTC
040 Annual Review 2014

Y
a A

duilpievilavessyuy fouaiian v3e liannsosurmainlwld swduvane
yafideideniasiaunty  addsmusensiuil wedinsedeniuiie yeea
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aansauansnadnu Platform  uazdinitluvesanuil lneUsnd fldaeuazdoadlufum
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MUWA 2 - 4 mswoRguhudiauooulal Meld Second Screen
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Second screen
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3.1 unasula:golduaiiu:
Tun1svineuniu Second Screen g
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Internet of Things NU Third Platform
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Per Person people X . Rk -
2003 2010 2015 2020

Source: Cisco IBSG, April 2011
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(Joyan : The Internet of Things: How the Next Evolution of the Internet is Changing Everything fog
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4. NGNBBUA (Automotive)
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Technology Component 2010 Cost* 2015 Cost™
Radio, Wi-Fi 1.50 0.80
Radio, Bluetooth 1.00 0.50
Processor (basic 8-bit microcontroller chip with embedded flash memory) 1.00 0.85
Sensor (temperature) 1.00 0.75
Sensor (vibration/accelerometer) 150 1.00
Camera (1.8 megapixel CMOS image sensor) 1.80 1.20
Microphone 120 1.00
GPS 125 0.70
Energy Source (inductive loop wireless power, incremental cost per unit) 250 2.00
*Lowest costs for simplest raalistic implementation; **2015 cost assumes the same functionality as the comresponding 2010 figure
CMOS = compiementary metal-oxide semiconductor
Source: Gartner (November 2011)
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(Joyan : Falling Cost of Components Will Help Drive the Pervasiveness of the Internet of Things 13&u
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Gartner Identifies the Top 10
Strategic Technologies for 2013
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Gartner Identifies the Top 10
Strategic Technologies for 2014

1. Media tablets and beyond 1. Mobile Device Battles 1. Mobile Device Diversity and
Management
2. Media-centric applications and 2. Mobile Applications and HTML5 2.  Mobile Apps and Applications
interfaces
3. Social and contextual user 3. Personal Cloud 3. The Internet of Everything
experience
4. Application stores and 4. Enterprise App Stores 4. Hybrid Cloud and IT as

marketplace
5. The Internet of everything 5
6. Next-generation analytics 6.
7. Bigdata 7.
8.  In-memory computing 8. ¢ Data
9. Extream low-energy servers 9

The Internet of Things
Hybrid IT and Cloud Computing
Strategic Bi

Actionable Analytics

Service Broker
5. Cloud/Client Architecture
6. The Era of Personal Cloud
7. Software Defined Anything
8.  Web-Scale IT
9. Smart Machines

10. Cloud Computing 10. In Memory Computing 10. 3-D Printing

11. Integrated Ecosystems

ms1IUsguINgU Gartner Identifies the Top 10 Strategic Technologies 2012 lia: 2013 lia: 2014
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Daily Distribution of Screen Minutes Across Countries (Mins)

Screen Minutes 0 100 200
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Follow Us:

A8
Government Made Easy

Services and Information

EO: B

1-800-FED-INFO (333-4636)

Government Agencies and Elected Officials

Home > Reference Center > Connect with Government > Federal Mobile Apps Directory

Federal Mobile Apps Directory

Government native apps, hybrid apps, responsive sites and mobile websites offer official information and services from the palm of your

hand.

' My Food-a-Pedia

Count calories and
compare foods for

Share: Facebook [ Twitter

Find government apps and mobile sites by agency, topic or platform. The list of apps and
mabile sites below is generated from the Federal Mobile Product APL. To add your mobile

healthier choicas. app or site to the list, register it in the F
Show Apps By

+ View All Apps by Source Agency . Vi I Topi
s Viewi A + View Android Apps

» View Blackberry Apps

» View Windows Apps

» View Mobile Websites

muiiaaurthiBulsaRTiusMsiuneiowwalnsUYISINAaHSTOIEM

Tuunsuonndinduresigursanizoiing
i?uﬂiauﬁqmﬁy’qizuwﬁﬁammaumaﬂﬁ
(Andriod) szuudjianislelewea (i0S)
seuudURiulaad (Windows) nieusl
nszialuszuuufofnisvesuudniuess
(Blackberry) g
gnirog1aluurguenwaladuils
Suarufisululssinaansgolusnn A
o IRS290 FuiuldansensiuIunis
anulnanluszuvdjuanisuounsess
fiflunnndn 1,000,000 afa (nedeya o
fuil 9 ma1an 2557) Tuunguenmalady

IRS2g0 Wimulay Internal Revenue Service

(IRS) FafinrsAalunisdafusielaida
Usginenilaunsuassninstulseinealng
Toe RS laldluunsuennainduiailunns
91U8ANATAINABUTEYINTVDIUTLINA
ansgaiusnilunisnsisasunisidens
Uzl uandanueveen1sveAue Toya
AMsdaiunsideniSvesUssivu saude
faduremnanmssuviledayatiansves RS
ndoooulailiiiasiumadn (Facebook)
Winwas (Twitter) gyU (Youtube) Faie
Hunsliusnsussrwudnvilwemis Ty
anunsanmilanluuisLennaladi IRS2e0

Tavslussuuwaunseduaslalawa



IRS2Go

= {* Add lo Wishlist

@ Thes app o compatibie with all of your devices
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8+1 «8178 Aecommend this on Google

munaaiiusinsuluuenowwaindu o IRS2go

2. lutszmmeeainsidetiuiliaaiu
drAryAumsTiusNIsTeIMIEIUNIASTHIY
Tuuneuennaiadusgandeds Fadiuldann
nsiivlednanswesmiaiuniaigues
Uszinreaawnsiaes (http://australia.gov.
au) lausandeya 917ans Msliusmsves
wihsailuniads Wuluuswenndindu

dl o ! Y VY =
WieguigANuazanknUszr1suliidnna

IahewazasnIntun1sAumIUINISUeINIASY
Tulszwmenanside Inedluuneuonnaindy
nveung 9 ladinadu Department
of Foreign Affairs and Trade Australian
Broadcasting Corporation Department

of Health wazdnunuieni1 100 tuuie

LONNWALATU

Apps services

o
A@

Ii y m Related

Download an app to your mobike phone 1o access Ausiralian
Government resources from the palm of your hand

Smartraveller
iPhone, iPod touch and iPad - Features include location aware
travel advice updates. Smartraveller advice without the need for
intarnet connections and easy repeat travel regrtration
Department of Foreign Affairs and Trade

ABC mobile
iPad, iPhome, Android and other apps - Discover all the apps the
ABC has 1o offer, They lnad fast and present a much richer
experience than the average maobile site, with 3udic and video
content for you to corsume whie on the move.
Austrabian Broodeasting Corporation

Apps are phetes of computer
software (applications) that allow
¥Ou 1o custamise your mobile
phone or tablet. Some apps feg.
calendars and caioulators) come
prefoaded on your phane and
others jeg Mational public toiet
map) can be downloaded from an
app store (g Tunes o Android
Market)

" Mgre Australian Government
secial meda

State and territory sotial media

muigaIRtiBulsduaRisgNuUMASTY0IUSINA0DAINSIAY
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iTunes Preview

Smart Life

By Metropolitan Electricity Authority
Open iTunes to buy and download apps.

Description

MEA Smart Life ¢

Free

Category Utilitses
Updated: 22 January 2014
Version: 1.2

Size 8.6 MB

Language: Englith
Developer METROPOLITAN

| ECTRICTY, ALTTUOBITY.

** sl Muwnd wianw

o Lt wdn iTunes

View More by This Developer

v nas Ty Wi sasvfudswiadsyiu (Current Location)
d Reality)
Ay iRay

n'IUJIIGOJS'IEJa:IéﬁlC\UOJIIOUJUJE_\IF]Z%U MEA Smart Life
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iTunes Preview

lOryor Smart Applicatior

By dnineiuaniznssunisorwisuasun

Open iTunes to buy and download apps.

Description

Oryor Sm:

i This app is designed for
both iPhone and iPad
Free e

Caregory: Health & Fitness
Update: 7 November 2013

nlasniinnw annlaaein

at. E-Magazine, 3u
sutlnanfiaf

St amungnaes

duri Animation, Game, Mavie & 5

A mesmE wdn iTunes

View More by This Developer

aaftunsuinanfafmviguamw Tun oy,

Report, 3t Trade Insight, 2. Health Back

{mnm

d, Fact sheet

MUWIEQISIEA:IBE0UDINIOWWAINGU Oryor Smart Application
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The Internet of Things: Introduction

to the concept of smart farming and
the underlying security concern

Abstract

With a number of products being
released using the concept of the Internet of
Things (IoTs), this buzzword is increasing
in popularity among consumer communities,
both at the household and the industrial
level. One promising area where such
innovations are likely to increase in
significance is the agriculture sector, known
to many as ‘smart’ farming. The primary
objective of this emerging technology is
to help promote the effectiveness and
efficiency of farming activities which
should benefit farming around the world,
particularly in the developing countries
like Thailand, where labour costs are
rising to catch up with the cost of living.
However, a smart farming solution, like

any other technology, does not come

Nisamanee Sombatruang

risk-free, particularly from an information
security standpoint which considers the
confidentiality, the integrity, and the
availability of data. For example, whilst
conveniently enabling users to monitor
temperature in the greenhouses from a
remote location, the risk of unauthorised
modification of temperature settings is
also increased. These information security
risks have brought about the need to
implement a reasonable level of rules
and regulations by the country’s related
regulatory bodies in order to protect the
consumer’s right.

The objectives of this paper are to
provide a ground understanding of not
only a smart farming concept in the con-

text of the IoTs, but also the underlying
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security concern and the control mechanisms
that help mitigating the risks. The paper
also presents the recommended roles of
reculators such as the ministry of ICT or

the National Broadcasting and Telecom-

1. Introduction to the
concept of the Internet
of Things (loTs)

1.1 What is the Internet of
Things?

The concept of the Internet of Things
is not new. It has been discussed for
more than a decade among the research
community as an integral part of, and a
driver to the idea of ubiquitous computing.
Explained simply, the Internet of Things is
a concept of connecting ordinary devices
that are part of our daily life, such as

refrigerators and washing machines [1], to

munications Commission (NBTC) in the
implementation of rules and regulations
that would effectively govern this emerging
technology, particularly in a developing

country’s environment.

the Internet so that users can remotely
monitor and/or control these devices,
and/or receive notifications from these
devices on a real time basis (as long as
they have Internet connectivity). In a more
complex scenario, however, the concept
of the loTs can be extended and applied
to machines and appliances used on an
industrial scale and in various industry
sectors, including the agricultural sector

which is the main focus of this paper.

Examples of loTs products are shown

below.

Picture 1: Smart Washing Machine [2]

Picture 2 : Smart Refrigerator [3]

Picture 3 : Smart Oven [4]



The pictures above demonstrate
three ‘smart’” home appliances introduced
in 2014 by LG, one of the world’s lead-
ing electronic manufacturing companies.
The smart washing machine allows users
to connect with laundry chores while
they are not at home and allow them to
see the status of the washers and dryer
right in the palm of their hand, through a
mobile device [2]. For the smart refrigerator
(fridge), the device not only allows users
to consult recipes straight from the food
channel and suggest a meal that is built
around ingredients that already exist in the
fridee, but also allows users to connect to
the fridge from their mobile devices via
the Smart Access refrigerator application
[3]. The latter functionality provides users
with the ability to check what food they
already have in the fridge so they are aware
of what needs to be purchased [3]. Finally,
the smart Lightwave oven supports Wi-Fi
that allows users to conveniently control

the oven from any location [4].

1.2 The importance of the loTs
to the economy

The 10Ts is predicted to become
one of the leading contributors to the
overall economy worldwide, particularly

in developed countries where advanced
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technology already exists and are inherently
adopted as part of everyday life. According
to an article, Initial Observations on
Economics, Pricing, and Penetration of the
Internet of Things Market, written in 2009
by Bohli J., Sorge C., and Westholff D.,
of NEC Laboratories Europe, the authors
set a thesis that the value of the market
grows more than linearly with the number
of consumers [5]. This theory has been
reaffirmed by the analysis done by Cisco,
one of the big players in the telecommuni-
cation industry, which has forecasted that
there will be 25 billion devices connected
to the Internet by 2015 and 50 billion by
2020 [6] and will have a value at stake of
around USD 14.4 trillion for companies and
industries worldwide in the next decade
[7]. This has demonstrated the importance
of the loTs to the economy in the near
future.

However, in developing countries
like Thailand, the importance of the loTs to
the country’s economy may not materialise
at least for a few more decades because
of several factors. Firstly, the concept of
the loTs is quite new and not yet widely
known in these countries. A small portion
of the people in the country may have
heard about the loTs, whilst a much larger

portion have no clue what the loTs is, and
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how it would benefit them. In addition, basic
telecommunication infrastructure that is
required to support the sustainability of
the loTs (such as high speed broadband
connection or 3G/4G data connections
through mobiles) is not yet widely available,
stable, and affordable, despite growing
development and attempts from the
government to implement this infrastructure
in the past decade. Moreover, the average
retail price of the loTs devices in the market
today is considered high when compared
to not only the non-smart device of the
same kind, but also the average income of
the country’s population. For example, the
price of a smart refrigerator is approximately
USD 3,000 (or approximately 100,000 baht)
whilst the domestic price of a non-smart
fridge of the same size starts at around
20,000 baht [8] and the minimum wage
in Thailand stands at 300 baht/day [9].
To accelerate and stimulate the
importance of the loTs to Thailand’s
economy, the coordination and support
from a number of players, including the
government, the private sectors, and the
regulators are essential. Section 4 of this
paper will discuss the proposed roles that
the regulators should play to promote
and regulate the emergence of the loTs

innovation in Thailand.

2. Introduction to smart
farming

Traditionally, most farming activities,
from planting to growing and harvesting,
depend largely on human labour. The
challenges are not only that the quality
of the products relies extensively on the
expertise and consistency of farming staff
but also that the cost of labour has become
one of the top contributors to overall
farming expenses. To address these
challenges, there has been a growing
development in agricultural technology
in the past decade to promote effectiveness
and efficiency in operating farming activities.
For example, the introduction of wireless
soil moisture sensors or solar radiation
sensors helps farmers to not only monitor
these parameters in a more accurate and
on a more timely (or real-time) manner
but also reduce the number of staff
needed. However, these technologies are
conventionally designed on an assumption
that farmers and staff are operating on
site. This has left a gap in the market
for those farmers and staff who wish to
operate some farming activities on an
“Anytime and Anywhere” basis, such as
those who own/work on more than one
farm that are geographically separated,

those whose farms are located in remote



or difficult to access locations (e.g. a top
quality tea plantation or exotic flowers
farm on a high mountain), or those who
simply want to monitor their farm(s) whilst
at home or on holiday.

Therefore, a smart farming solution
was created to address this gap in the
market. By adopting the concept of the
loTs (which is connecting ordinary devices
to the Internet), equipment that is used
as part of farming activities such as water
control systems and temperature control
units are embedded with a chip or a SIM
card that enable them to connect to
the Internet and can be monitored and
controlled remotely. The following section
explains the functional specification of

smart farming in more detail.

2.1 High - level functional
specification

A smart farming solution typically
focuses on promoting the effectiveness
and efficiency of the growing and caring
activities for plants which form the longest
and the most labour-intensive part in
the farming cycle. The core specifications
generally include, but are not limited to,

the following functions:

a) Provide farming staff with the
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ability to work on an “Anytime and Any-
where” basis

As mentioned in the introduction
section, one of the primary reasons that
smart farming is being developed is to
promote mobile working. As a result,
the design of the smart farming solution
usually allows users to connect to smart
farming devices in their farm via a number
of channels, from a personal computer or
laptop (through a web site or software) to
mobile devices such as a mobile phone

or tablet.

b) Monitor solar radiation and
control light level

A smart farming solution can be
linked to a network of wireless solar
radiation sensors, which are installed
throughout a farm, and to a smart lighting
system. The solar radiation sensors monitor
solar radiation level and send the col-
lected data to a sensor hub where data is
subsequently relayed to a smart lighting
system and a control server accordingly.
A smart lighting system is responsible for
determining and automatically adjusting
the level of light in the designated areas
such as greenhouses per the pre-defined
parameters setting which are suitable for

the type and age of the plants.
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c) Monitor and control temperature
and humidity level

A smart farming solution can also be
linked to a network of wireless temperature
and humidity sensors which connect to
a smart system. A similar concept to the
monitoring and controlling of light level,
this smart temperature and humidifying
system will monitor the temperature
and humidity level throughout the green-
houses and any other designated area on
a farm, and adjust them automatically

according to pre-defined settings.

d) Monitor and control soil moisture
and fertilising level

This functional specification is crucial
to the survival of plants, as water and
fertiliser are the primary source of nutrition.
A smart farming suite can be designed to
be linked to a smart water and fertiliser
distributing system. These systems are
responsible for not only determining
whether the level of moisture and fertiliser
in the soils are suitable for the plants but
also distributing the substances (via an
underground piping system or over ground
sprinklers) accordingly. Farmers in the US
are already testing soil sensors that help
monitor moisture level from their iPad

500 miles away [10].

e) Monitor, detect, and eliminate
harmful bugs

The ability to detect excessive levels
of harmful bugs and eliminate them in a
timely manner is another vital factor to
the survival of plants and the success of
the farming business. A smart farming solution
can be linked to a smart bug control system
which is connected to a network of bug
monitoring sensors. This system will deter-
mine whether the type and level of bugs
detected are harmful, and if so, it will
distribute an appropriate level of pesti-
cide. In a more comprehensive scenario,
a farmer may consider connecting the
system to a drone for deploying pesticides,
which has already been tested in the US
(101.

f) Perform live surveillance of the
premises

The ability to perform live surveil-
lance of a farm is another function that
helps farm owners and staff to not only
detect intruders but also inform the
authorities in a timely manner if required.
A smart farming solution can be linked
to both the CCTV and motion sensor
network. The latter is responsible for
detecting movements in the designated

areas in a farm where monitoring is crucial



(e.g. main entrance, greenhouses, control
room, etc.) during periods when staff are
not present (e.g. during non-working hours
or during public holidays) and alert farmers/
staff of any unanticipated movements.
The system owner can then log onto
the system to view a live video feed of
their premises through CCTV and make
an informed decision of what to do next
(e.g. call the authorities, shut the entrance

gate, ignore the false alarm, etc.)

¢) Control access to the premises

A smart farming solution can be
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designed to be linked to a smart gate
system which control physical access to
different areas in a farm such as greenhouses,
garages, etc. The benefit of this function
is to allow users to open/shut the gates/
doors whenever they want, even if they

are not on site.

2.2 Conceptualised model

To illustrate a high-level functional
specification of a smart farming solution
and how they are connected together, the
example below shows a conceptualised

model of a smart farming solution.

Remote Farming Sites

Greenhouse =3

—— Smart Farming Solution

Conceptualised Model:

— —

- I

LCTV & Mation sensors  Smart Gates

al @

Selar Radistion Smart Lights
Semons

Temperature &  Smart Temp &
umidifying System

-

Control Bug Level Sensors  smart Pest Control
Server Systemn

= &

Soil Moisture Smart water and
& Fertiliner Sensors  fertiliser distributor

J000
Ooooo
oona
Qa0

Tablet

Smart Phone

Sl

- Smart Farming Application

Diagram 1.1 depicts a high-level functional specification of a smart farming solution
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In summary, users can access the
smart farming solution through a compatible
mobile device or through a PC/laptop. The
web server, application server, and database
server, are increasingly migrated to a
cloud-based solution, as demonstrated
in @ model. These servers are generally
connected to a control server which is
placed on a farming site. A control server
is then linked to a number of smart farming
systems installed throughout a farm
which include, for example, smart cate
system, CCTV system, smart light system,
smart temperature and humidity control
system, smart pest control system, and
smart water and fertiliser distributing
system. Anumber of these smart systemsare
supported by their own networks of wireless
sensors which are installed throughout

a farm.

Examples of smart farming devices
that exist in the market today are shown

below.

In the provided examples, the smart
electronic fence system helps eliminate
the need to walk around the farm to
determine whetherthereisany unwarranted
interference with the electric fence [11].
The wireless temperature and soil moisture
sensors are capable of transmitting the
current field conditions to the PC and
mobile devices [12] whilst the wireless
temp/relative humidity sensors will wirelessly
transmit real-time temperature and relative

humidity data [13].

3. The underlying security
concerns of smart farming
As brilliant as the benefits of smart
farming solution may sound, the solution
does not come risk-free, particularly from
an information security perspective which
includes considering the confidentiality,
integrity, and the availability of data being
used, or that which resides within a smart
farming solution. For example, from a

confidentiality standpoint, allowing users to

Picture 1: Smart Washing Machine [2]

Picture 2 : Smart Refrigerator [3]

Picture 3 : Smart Oven [4]




access a secret formula growing an exotic
plant (e.g. temperature and humidity settings,
etc.) via the Intermnet (through a smart farming
solution) increases the risk of such data
being compromised. The risk of impeding
the integrity of data is also increased. Using
the same scenario mentioned previously, an
unauthorised user gaining access to a smart
farming solution may remotely modify set-
tings (e.g. temperature and moisture level)
which could severely damage the plant in
a farm. Finally, the availability of the data is
another concern. Imagine a farm owner using
a smart farming solution and wanting to
monitor the temperature in the greenhouses
whilst he or she is on holiday. If for any
reason, the smart farming system becomes
unavailable on the day that his/her farms are
unexpectedly hit by a heat wave, the farm
owner/staff member may not receive an
alert notification and adjust the temperatures
to the appropriate level in a timely manner.

As one can imagine at this stage, the
risks related to information security that
come with smart farming solutions could
severely interrupt farming activities and
impact the business as a whole. Therefore, itis
essential that potential users of smart farming
solution understand the threat landscape so
that they are able to evaluate the degree of

threat and plan for appropriate countermeas-
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ures to mitigate the risk. The section below
will explain the threat landscape and the

countermeasures in more detail.

3.1 The assets and threat
landscape

To understand the threat landscape
of smart farming solution and subsequently
implement adequate countermeasures, the
first step is to identify any relevant assets
which are considered critical. Such a list of
critical assets can vary from one farm to
another, depending on the nature of the
farm. For example, a farm which grows
exotic and expensive orchids or bonsai as its
primary products may consider the knowledge
of temperature and humidity settings as
their critical assets. On the other hand, a
farm that grows mangos or oranges may
be less worried about an outsider obtaining
the knowledge of such settings because this
information is not sensitive.

Once the list of critical assets has been
identified, the next step is for a farmer to
understand the threats that could compromise
each of the information security objectives
(i.e. confidentiality, integrity, and availability).
For ease of understanding, table 1.1 below
provides an example of relevant assets and
the threats of a farm deploying a smar farming

solution.
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Table 1: An example of relevant assets and the threats of a farm deploying a smart farming solution

Data

Trade secret data (e.g.
predefined environmental
settings or other parameters for
growing plants such as humidity
level, light level, or fertiliser
level)

Private/personal sensitive data
such as

- Personal information of users
such as age, address, etc.

- Location of users (some
smart farming solutions have
the functionality to track the

user’s location)

- Images of users in CCTV

Usage logs

Confidentiality

Unauthorised disclosure of/
access to the trade secret
(e.g. environmental settings or
other parameters) for personal
or financial gain which could
result in loss of/declining in
market share and revenue.

Unauthorised disclosure of/
access to private/personal
sensitive data for personal gain
(e.g. stalking) or financial gain
(e.g. blackmailing) which could
result in data privacy breaches.

Unauthorised disclosure
of/access to usage logs for
personal gain (e.g. stalking) or
financial gain (e.g. blackmailing)
which could result in data

Risk/Threats

Aviabity

Unauthorised changes
to the trade secret (e.g.
environmental settings or
other parameters) which could
result in products (i.e. plants
inside the greenhouse) being
damaged.

Incomplete and/or inaccurate
trade secret (e.g. environmental
settings parameters) which
could result in plants not
meeting the expected quality
or being severely damaged.

Unauthorised changes to
private/personal sensitive data
for personal or financial gain.

Unauthorised changes to usage
logs which could undermine
the integrity of audit/forensic
evidence.

Trade secret data (e.g.
environmental settings
or other parameters)
are unavailable when
required which could
result in not only loss
of intellectual property
but also discontinuity of
business operation.

Private/personal
sensitive data are not
available when required,
particularly as part of
an auditor forensic
investigation.

Usage logs are not
available when required,
which could affect the
outcome of an auditor
forensic investigation.

Smart Lighting Control
System

Smart Temperature &
Humidifying System

Smart Pest Control
System

privacy breaches.

Risk/Threats

Confidentiality

Unauthorised disclosure/
access to settings on the
system which could impact
the public image of a farm,
and collect trade secret
data (e.g. light control
settings).

Unauthorised disclosure/
access to settings on the
system which could impact
the public image of a farm,
and collect trade secret
data (e.g. temperature &
humidity settings)

Unauthorised disclosure/
access to settings on the
system which could impact
the public image of a farm,
and collect trade secret
data (e.g. pest control
settings).

Integrity

Unauthorised changes to the
settings on the system which
could affect the survival or the
quality of the plants in a farm. For
example, unauthorised changes
to the light level settings, either
unintentionally or intentionally,
could severely damage the colour
quality of an orchid.

Unauthorised changes to the
settings on the system which
could affect the survival or the
quality of the plants. For example,
unauthorised incremental of the
temperature settings could make
the tomatoes ripen quicker than
they should.

Unauthorised changes to the
settings on the system which
could affect the survival or the
quality of the plants. For example,
unauthorised switch off of a smart
pest control system could result in
the plant’s leaves or flower petals
being eaten by the bugs/pest.

Availability

Light control systems become
unavailable when required which
could subsequently impact the
survival or quality of the plant.
For example, an extensive period
of insufficient light level in a
greenhouse whilst no staff are
operating onsite, may affect the
survival of the young plants.

Smart temperature and humidifying
control systems are unavailable
when required which could impact
the survival or quality of the
plant. For example, in case of a
thunderstorm hitting a farm at the
time when no staff members are
operating on site, a severe increase
in humidity level could affect the
blossoming rate of flowers being
grown.

Smart pest control systems are
unavailable when required which
could impact the survival or quality
of the plant. The same example
from the risk relevant to integrity
(see left) can be applied to this risk.
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Asset _
Asset

Unauthorised disclosure/
access to settings on the
system which could impact
the public image of a farm,
and collect trade secret
data (e.g. water fertiliser
control settings)

Smart Water and
Fertilising
System

System

Mobile devices
(e.g. mobile phone,
tablets, etc.) and loTs
devices (e.g. Wireless
sensors, CCTV
cameras, Smart light
bulbs, Smart gates,
etc.)

The confidentiality of
owning or using the loTs or
mobile devices alone may
not pose a high risk level
without any data inside
the devices. However, it
depends largely on where
the users locate. If the
users are out and about in
a dangerous area in town
or if a farm is located in a
deprived area, this may put
their mobile devices at risk
of being stolen.

3.2 Countermeasures to mitigate
the risks

Once the risk landscape
within a smart farming solution is well
understood, a farm owner wishing to
deploy a smart farming solution should
evaluate andimplement areasonable set of
countermeasures to mitigate critical risks.
There are many countermeasures that
can be implemented and some will cost
more than another. Consequently, it is
imperative that the cost and the benefits
of each countermeasure are weighed up

carefully in order to reach the optimal

level of investment.

Unauthorised changes to the
settings on the system which
could affect the survival or the
quality of the plants. For example,
unauthorised changes to water
system could result in excessive
or insufficient water for the plants.

Unauthorised changes to the
settings on mobile devices or
loTs devices could affect the
underlying data as well as affect
the integrity of data used during
audit or forensic investigation. For
example, unauthorised changes
to date, time, and time zone
could impede the integrity of
a timestamp of activities taking
place.

Smart water and fertilising system
are unavailable when required
which could impact the survival or
quality of the plant. For example,
if the temperature becomes
excessively high and if no staff
members are on site, the young
plants in the greenhouse may
not survive without the smart
water system distributing the water
automatically when detected lower
than expected level of moisture
in the soil.

Mobile/loTs devices are unavailable
when required. For example, these
devices maybe lost, stolen or
broken which may result in users
being unable to use smart farming
solution effectively when needed.

The following provides examples of

basic security features that help mitigating

information security risk within a smart

farming environment.

3.2.1 User Access Control

To mitigate the

risk of

unauthorised access to or disclosure

of sensitive data (which could also

subsequently lead to unauthorised

changes), access to a smart farming

solution, both by physical or logical

means, should only be granted to au-

thorised staff.
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a) Physical access control

» Access to mobile devices: To
prevent mobile devices from becoming
unavailable (either through being lost
or stolen, or for any other reason) when
needing to access smart farming, a farm
owner wishing to deploy a smart farming
solution may consider providing training to
their staff. The objectives for this include
not only to promote a sound understanding
of the risks related to mobile device
theft and the impact to the business if the
mobile devices become unavailable when
required, but also to instruct them how
to keep their device functioning, safe, and
secure. In addition, implementing a usage
log as part of a smart farming solution is
another tool that acts as a detective control
mechanism. These logs should, at a
minimum, be designed to retain records
of the device’s location, date, time, and
operating system for each log on as such
information can be useful when attempting
to locate the lost or stolen device.

» Access to loTs devices: Apart
from ensuring that the loTs devices are
installed securely and safely (e.g. strong
attachment of CCTV cameras on the wall,
or building a covering to protect non-
waterproof outdoor smart light bulbs, etc.),

a farm owner wishing to deploy a smart

farming solution should consider including
a security function that will notify relevant
users of the absence of existing nodes
and the addition of new nodes on a real
time basis. In other words, if one of the
loTs devices in the approved topology (i.e.
the approved baseline) has gone offline
or if there are unknown nodes appear, a
smart farming solution should be able to
send an alert to relevant users and ask
for confirmation whether such changes are
valid. If the user has confirmed that the
case is valid, the smart farming solution
should then memorise such changes as
a new baseline. However, if the changes
are invalid, it should prompt users to
investigate the situation.

» Access to control server: Physical
access control to a control server, which
collects data from various smart systems,
should also be implemented to prevent
unauthorised access to the room. For
example, one may consider installing a
secure door and/or CCTV cameras inside
or at the entrance to the room (where
data privacy laws in the country permit).
In addition, access to the control server
room should be limited to staff whose

job roles require such access.



b) Logical access control

e Logical access to a smart
farming application: A smart farming
application serves as a primary interface
between the user and the background
system (as depicted in diagram 1.1 which
demonstrates the overall landscape of
a smart farming solution). Therefore,
controlling access to the application
is critical from the information security’s
perspective.

The key objectives of implementing
sound logical access control are not
only to ensure that only authorised users
are granted to access the system but
also to ensure that the level of access is
appropriate based on a “need-to-know”
basis. On a commercial-scale farm where

the number of staff members tends to
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be quite large, users of a smart farming
application should be classified, at
a minimum, into two categories : admin
users (e.g. farm owner or supervisor), and
normal user (e.g. farming staff). The admin
users are those with high level of access
to the system such as having the ability
to manage other users, or to override the
system settings. The normal users, on the
other hand, would have basic access such
as monitoring the temperature or adjust
the temperature in a greenhouse to the
certain level of threshold.

In addition, strong password settings
should also be implemented as part of
logical access control. Examples of strong
password settings are shown below, some
of which are adapted from the recom-

mendation from Microsoft [13].

Table 2 : Example of good password settings

Password Parameters Admin User Normal User
Minimum Length 8 6
Include alphanumeric, upper and Yes Yes
lower Case
Include special characters Yes No
Maximum Age 30 days 90 days
Password history allowed 5 10
Max no. of failed login attempts 5 10

Automatic account deactivation
after period of inactivity

Yes - after 30 days

Yes - after 45 days
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« Logical access to loTs devices:
As a general principle, a smart farming
solution should be designed to grant
access to loTs devices and their supporting
smart systems only through successful
authentication to the smart farming
application (i.e. the main interface). For
example if a user wants to adjust the level
of light in a greenhouse, he/she should be
required to authenticate him/herself to a
smart farming application on their device
before being allowed to access the smart

lishting module in the overall suite.

« Logical access to Web/App/
Database server: The data and appli-
cation servers used in a smart farming
environment are likely to be stored in
the cloud. There are generally two types
of cloud solutions being offered in the
market nowadays: private and public
cloud. Farming businesses that grow high
value products and have critical trade
secrets that need to be protected may
choose to go with a private cloud which
is more secure, though the trade-off is a

higher price.

3.2.2 Change Management Control
The objective of change manage-

ment control is to ensure that changes to

the system are authorised and approved.
In the context of a smart farming environ-
ment, any changes to parameter settings
such as changes to temperature settings
should be authorised and approved
before such changes take effect. This
control is particularly important when the
changes involve modification to critical
data. Therefore, at a minimum, a farm
owner should consider implementing the

following controls:

a) Re-entering of an administra-
tion password: This security feature helps
mitigate the risk of unauthorised users
gaining access to the application and
attempting to perform unauthorised changes
to certain data and parameters. Without the
knowledge of the admin password, such
changes should not be allowed. These
parameters may include sensitive farming
operations, which can vary from one farm to
another. For example, an orchid farm may
consider changes to parameters related
to temperature setting in a greenhouse as
critical and, therefore require there-entering
of admin password prior to such changes
taking effect. This view may be perceived
differently by a cactus farm where
temperature does not play as vital a role

in growing a cactus.



b) Dual approval for changes to
highly critical settings: Changes to highly
critical settings such as turning off all the
smart systems and devices, or dispersing
high levels of pest control chemicals can
have severe effects on farming operations
and should be done in a most controlled
manner. Therefore, a smart farming
solution should be designed to include a
sound control mechanism to prevent ma-
licious actions by requiring dual approval
for changes to highly critical parameters.
This control helps mitigate the risk of
adversaries attempting to sabotage a farm.
For example, if a malicious user who has
admin access to a smart farming solution
is being fired, he/she may be disgruntled
and want to sabotage a farm by turning
off all the systems in revenge. The secu-
rity feature being discussed here would
prevent him/her from doing so because
the system will not allow the changes to
take effect unless there is an approval

from another admin user.

3.2.3 Validity checks

Validity control is another type of
control that should be embedded within
a smart farming solution. The objective
is mainly to ensure that the application

behaves in the way that it is intended to.
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Firstly, the validity check should
be designed to contain a mechanism to
determine unusual changes or changes
that are above the tolerance limit, and
mandate authorised users to approve or
override the proposed adjustments. For
example, if a smart light system increases
the light levelin a greenhouseby10% which
is within the tolerance limit of 15%, the
smart farming solution shall not require
further validation. However, if a smart
light system increases the light level in a
greenhouse by 50%, which is outside of
the tolerance limit and could affect the
survival of young plants, the application
should be designed to send an alert to the
admin user(s) for further action. The admin
users could accept the changes or decide
to override the adjustments accordingly.

In addition, a smart farming
solution should be designed to include
a validity check to manage false negative
results coming from various sets of sensors
(e.g. wireless solar radiation sensors,
soil moisture sensors, etc.) that are being
used. The solution should be capable of
detecting potential false negatives by
analysing statistical data and notifying
users before making an environmental
adjustment. For example, if data from a

set of soil moisture sensors shows that
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the moisture level has reached a low
level but the smart water distribution
system shows that the water had been
successfully distributed a few hours ago,
a smart farming solution should be able
to detect such conflicts in information and
intelligently recognise that one source of
data may be a false negative, and alert

the users to perform further investigation.

3.2.4 Bill shock warning mechanism

Data usage on mobile devices
when using a smart farming solution can
be quite high, especially when download-
ing/uploading voice and video streams
(e.g. viewing live surveillance camera
feeds). Therefore, a smart farming solution
should be designed to alert users of
potential high data usage when accessing
certain type of features within the smart
farming solution (e.g. by means of a pop-
up). Alternatively, or as a supplementary
control, the application may be designed
to allow users to limit access to high data
usage functions only when connected

through Wi-Fi.

3.2.5 Database control
To maintain the confidentiality
and the availability of data stored in the

database server (which is likely to be in

the cloud), the database should be en-
crypted and backed up on a regular basis.
The need to encrypt data in the database
has gradually become apriority for many
businesses today [14] which reinforce the
importance of encryption. Restoration
tests of data in the database should also
be agreed with the cloud provider that it
is to be carried out at least on an annual
basis to help achieve business continuity

objectives.

3.2.6. Audit and forensic evidence
control

Usage logs (from login history or
changes to parameter settings) are generally
identified as an asset that needs to be
protected. The usage logs in a smart
farming solution should be designed to
have the logs sent to a database server
which is located in a cloud, instead of
storing a log locally on mobile devices or
on a control server located on site. The
rationale for doing so is not only to reduce
the risk of losing forensic/audit evidence
in the case of devices being stolen, but
also reduce the cost of storage, as storing
the data in the cloud is likely to become

cheaper in the near future.



3.2.7 Device pairing control

The addition and revocation
of wireless devices supporting a smart
farming solution is one of the weakest
areas in terms of network security. When
a new wireless device is to be added
to a network, it should be paired with a
sensor hub that acts as a master console in
a secure manner (e.g. using a faraday cage
to prevent unauthorisedpairing by nearby
unauthorised devices). In addition, a smart
farming solution should be designed such
that pairing alone does not automatically
allow the newly added devices to become
active on a network. It should, as a
supplementary control, require further

approval from an admin user.

4. The roles of regulators in
governing the loTs

The concept of the loTs has brought
about a number of innovations that
benefit the society as one can see in
the smart farming solution presented in
this paper. However, at the same token,
the risk related to security and privacy
introduced by the new innovations exist
which could impact the consumer’s right.
Consequently, regulators play an important
role in balancing between promoting

the innovation and protecting consumer’s
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rigcht. There has been a growing number
of discussions whether smart devices
should be regulated (and to what extent
it should be regulated) and who should
play the roles in the regulation of this
emerging technology [15][16][17]. The main
objective generally focuses on the security
and privacy of the users. Policy makers
in many countries, predominantly in the
developed countries, have started to think
about drafting a framework to address the
concern. For example, in the US, at least
14 states have proposed legislation in
2014 that is intended to increase privacy
protection for consumers and limit both
government and private sector surveil-
lance via the loTs [17]. Another example
is in Europe whereby, in 2013, the EU
Commission published the results of the
public consultation on the loTs that will
help to define the future policy to regulate
the loTs [18].

However, the governing of the
loTs in developing countries including
Thailand are likely to be different, at least
for now, due to not only the concept of
the loTs is not yet widely known and well
understood but also the basic telecom-
munication infrastructure that is required
to support the sustainability of the loTs is

not yet sufficiently sustained and broadly
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affordable by the majority of the popula-
tion in the country. The following presents
a set of proposed roles that the regulators
in developing country like Thailand (i.e.
The NBTC and the MICT in Thailand) may
consider playing in the loTs’ governance at
different stages (starting in 2015) based on
the current situation of the loTs adoption
rate in the country.

4.1 Short-term plan (1-2 years)

« Commence the coordination efforts
among the relevant regulatory bodies in
the country such as the NBTC, the Ministry
of ICT, and the Ministry of Education, etc.
The main objective is to get everyone on
board.

* Promote the awareness of the loTs
to the public by means of seminar/confer-
ences or training sessions. At a minimum,
the objectives should include but not limit
to educate the public about the concept
of the Internet of Things and the benefits
of the IoTs.

« Invest in the research and development
of the loTs. The regulator may consider
supporting research grant or fellowship,
and journal publication.

4.2 Medium-term Plan (3-5 years)

« Continue the coordination efforts
with the relevant regulatory bodies but

start to focus on creating realistic strategic

vision of the framework and drafting the
framework to regulate the loTs.

« Establish a working group which
consists of the experts in the related fields.
The objectives are not only to have them
assist in the drafting of policies but also
to have them analyse the applicability of
the loTs in Thailand and case studies from
abroad.

« Involve the public in the drafting
of framework by considering organising a
public consultation.

 Continue to promote the aware-
ness of the loTs but focus more on the
technical side of the technology and the
underlying security concern.

« Continue to invest in the research
and development. The regulator may con-
sider organising a competition or contest
that awards the best [oTs innovation that
benefits the country.

4.3 Long-term Plan (5-10 years)

 Continue the coordination efforts
among the relevant regulatory bodies but
start drafting the actual policy, and rules and
regulation to govern the loTs in the country.

« Involve the public by organising a
public hearing on the draft policies, rules,
and regulations.

» Continue to promote the aware-

ness of the loTs but consider focusing



on the impact of the regulation to the
consumers, operators, manufacturers, and
any others relevant players.

For ease of understanding, diagram 2
below depicts a proposed timeline and
the roles that the regulator may consider

playing throughout the period.

5. Conclusion

The concept of the Internet of Things
is growing its popularity through a number
of innovations seen in the market today,
from a smaller scale innovation like smart
fridge to a bigger scale innovation such as

smart farming. The latter, though not yet
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widely adopted, is a new concept aiming
to promote effectiveness and efficiency in
agriculture sector. It is designed to provide a
farm owner/staff with the ability to perform a
number of farming activities on an “Anytime
and Anywhere” basis. For example, it allows
a farm owner/staff to monitor solar radiation
and control light levels in the greenhouses
from a remote location in a real time manner.
It also provides the ability to perform live
surveillance of a farm’s premises whilst the
owner/staff is on holiday. In addition, smart
farming can help reduce the labour cost
needed to operate a farm. Such benefits are

particularly attractive in a developing country
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Diagram 2 depicts the proposed roles of the regulators in the governing of the loTs.
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like Thailand where labour costs are rising
sharply to catch up with the cost of living.
However, deploying a smart farming
solution is not as easy as buying off-the-shelf
software for several reasons. First, it can be
costly from a financial investment perspec-
tive because a typical smart farming solution,
particularly those designed for a farm that
operates on an industrial scale, needs to be
customised to suit the farm’s environment.
In addition, there are a number of risks
involved, predominantly from an information
security perspective. Therefore, it is vital that
a farm owner considering the deployment
of a smart farming solution does not only
assess the cost and benefits of the smart
farming solution carefully but also develop a
thorough understanding of the risk landscape
and the countermeasures that should be
implemented, prior to adopting the solution.
Because smart innovation
products, including a smart farming solution
presented in this paper, offer the
benefits but, at the same time, introduced
the risks related to security and privacy,
it is essential that regulator play roles in
the governance of the loTs. Some of the
regulatory bodies in developed countries
such as in the US or in the EU have started
to draft the relevant policies, rules, and

regulation to address the concern. However,

the governance of the loTs in developing
countries (including Thailand) is likely to
be different, at least for now, due to the
differences in circumstances which include
the lack of awareness of the loTs concept
and the sustainability of basic infrastructures
supporting the Intemnet. For a short-term
plan, the regulator should consider to focus
on the coordination effort among relevant
regulatory bodies in order to get everyone
on board. At the same time, promoting the
awareness of the loTs concept to the general
public and investing in the research and
development are essential. In the next phase
(i.e. medium-term plan), the regulator should
consider to continue with the coordination
effort among regulatory bodies and the
education of the loTs to the public but should
consider shifting their focus to include the
involvement of the public in the drafting of
policy framework. At the end of this phase,
the regulator should be in a good position to
focus on drafting the actual policy, rules, and
regulation as well as start the public hearing
process, and educate the public about the

impact of regulations.
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Value World Rank/148
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Malaysia 2 1
Philippines 2 1
Vietnam 1.87 69
Thailand 1.82 79
Cambodia 1.88 65
Indonesia 1.76 84
Lao 0.91 130
Myanmar 0 144
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Annual non . .
Spectrum Related Fees Fee Type Licence Types/Services

Algeria

10% of turnover

Revenue sharing

VolP

Armenia

usD 1,887
UsD 943
usD 189

Annual licensing fee
Annual licensing fee
Annual licensing fee

Provision of voice telephony
services

Provision of telegraphy services
Provision of data (including
Internet services)

Australia

Less than $1,000 plus
a variable amount based on
the carrier’s revenue

Annual fee and
revenue sharing

Carrier licence

Bahrain

1% of gross annual revenues
attributable to licensed
activities

Revenue sharing

Individual Mobile
Telecommunications Services
Licence, Individual Paging
Services Licence, Individual
VSAT Licence, Individual

Public Mobile Radio Service
Licence, International
Telecommunications Facility
Licence, International
Telecommunications Services
Licence, Individual National
Fixed Services Licence, National
Fixed Wireless Services Licence,
Value Added Services Licence,
ISP Licence, Internet Exchange
Services Licence.

Belgium

EUR 24,300

Annual fee

Electronic communications
public network licence for
an operator with significant
market power (SMP)

EUR 12,150

Annual fee

Electronic communications
public network licence for
an operator without SMP

EUR 24,300

Annual fee

Public telephone services for
an operator with SMP

EUR 12,150

Annual fee

Public telephone services for
an operator without SMP

Bulgaria

0.4% of gross annual
revenues (plus fees for
numbering resources)

Revenue sharing

Public telecommunication
network and provision of
telecommunications services
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Country ‘ Spectﬁ,nnnr:u;ell;]toer::l Fees ‘ Fee Type ‘ Licence Types/Services
Gabon 4% of turnover Revenue sharing Mobile telephone operator
licence
India 6% - 10% of annual gross Revenue sharing Basic Services, Cellular Mobile
revenues Service Provider, Unified Access
Service License (SIC)
10% of annual gross Revenue sharing VSAT, National Long Distance,
revenues International Long Distance
Jordan Up to 1% Revenue sharing Public Telecommunications
(Individual Licences and General
Authorizations)
Kenya 0.5% of turnover Revenue sharing Domestic Fixed Network,
Mobile Operators, Data Carrier
Network Operators, GMPCS
Service Provider
uUsD 2,857.10 Annual fee Local Loop
USD 1,492.54 Annual fee Internet Exchange Points
USD 1,428.60 Annual fee Internet Service Provider, Value
Added Services
NIL Not applicable GMPCS Satellite Operators
Kyrgyzstan |0.25% of turnover Revenue sharing Fixed Local Services, Fixed
Domestic and International
Long distance Services, Mobile
Cellular Communications, Paging
Services, Fixed Satellite Services,
Mobile Satellite Services, Data
Services, Radio Trunked Services,
Radiosignalling (SIC), Telematics
(SIQ), Ethereal spreading of
teleprogramm (SIC), Ethereal
spreading of radioprogramm (SIC)
Latvia 0.2% of net turnover Revenue sharing All general authorizations for
electronic communications
service providers and network
providers
Malawi USD 100,000 Annual fee Mobile licence
USD 150,000 Annual fee Fixed licence
USD 1,000 Annual fee VSAT licence
UsD 30,000 Annual fee International Gateway licence
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coulntry Annual non

Fee Type

Licence Types/Services

Spectrum Related Fees
Montenegro | 1% of total income

Revenue sharing

Fixed local services, Fixed
domestic long distance services,
Fixed international long
distances, Mobile local services,
Mobile domestic long distance
services, Mobile international
services, Paging services, Internet
services, VolIP services, Public
pay phone services, WiMAX

Pakistan 0.50% of annual gross
revenue, plus spectrum

charges, where applicable

Revenue sharing

Data Class Value Added Service
Licence, Voice Class Value
Added Services Licence, Fixed
Local Loop, International Long
Distance, Infrastructure Licence,
Cellular Mobile (CMT) Licence,
Wireless Local Loop, Tower
Licence

Samoa Generally, 2% of gross

revenue

Revenue sharing

Fixed, Cellular, ISP, and Carrier
Licences

St. Lucia 3% of gross revenue

Revenue sharing

Fixed Public Network and
Services, Public Mobile Network
and Services, Internet Network
and Services, Public Radio and
Paging, Full ISP, and Value
Added Service

uUsb 1,000
UsD 500
Usb 2,000

Uganda

Annual fee
Annual fee
Annual fee

Commercial VSAT terminal
Private VSAT
International data gateway

AU: hitp:/ /www.ictregulationtoolkit.org/en/toolkit/notes/practiceNote / 3111
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FBO and SBO Licence Fee Revisions

msUA 6 ||am5t15jmsssu|GsuTuoqcmmUs:nour‘nmsTnsnuuwnuzJOJLJs:mﬂ
d1nlUs Bamusluoucginoonidu 2 Usann Ao FBO (Facilities-Based
Operator Licence) lla- SBO (Services-Based Operator Licence)

Current Licence Fee

FBO Licence

Structure

Revised Licence Fee Structure
(Effective from the start of licensee’s financial
year in 2013)

Annual fee:

1% annual

gross turnover
(“AGTO”), subject

e FBO designated as public
telecommunication
licensees

Annual fee:
First S$50 million in AGTO $$200,000
Next S$50-5$100 million in AGTO |0.8% AGTO

t6 a minimum of Above S$100 million in AGTO 1% AGTO
$$250,000 per year
e Terrestrial Annual Fee: 1% Annual fee:
telecommunication AGTO, subject to First S$50 million in AGTO $$80,000

networks for a minimum of

telecommunication

$$100,000 per year

Next S$50-5$100 million in AGTO[0.8% AGTO

Above S$100 million in AGTO 1% AGTO
purpose
e Public cellular mobile
telephone services
e Public radio paging services |Annual fee: Annual fee:
e Public mobile data services|1% AGTO, subject First S$50 million in AGTO $$80,000

e Public trunked radio to a minimum of

Next S$50-5$100 million in AGTO|0.8% AGTO

Above S$100 million in AGTO 1% AGTO

services $$1,200 per year
e Terrestrial Annual fee:
telecommunication S$5,000

network for broadcasting
purpose only

o Satellite uplink/downlink
for broadcasting purpose

No change
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FBO and SBO Licence Fee Revisions

MSA 6 ||80J505jd1555U|08UTuoqcmmLJs:nOUﬁqmsTnspwuumuzJOJUsnnn
a1nlus Banusluouaginoonidu 2 Us:inn Ao FBO (Facilities-Based
Operator Licence) lla: SBO (Services-Based Operator Licence) (¢10)

Revised Licence Fee Structure*

.SB.O.tO o€ Current Licence (Effective from the start of licensee’s financial year
individually :
. Fee Structure in 2013)
licensed = : nd :
1% effective year 2"° effective year
e SBO Annual fee: 555,000 |Annual fee: Annual fee:
(Individual) First S$50 $$4,000 First S$50 $$4,000
million in AGTO million in AGTO
Next S$50-55100/0.25% AGTO |Next S$50-5$100/0.5% AGTO
million in AGTO million in AGTO
Above S$100 0.4% AGTO |Above S$100 0.8% AGTO
million in AGTO million in AGTO
e Live audiotex|S$200 every five-  |No Change
services only |yearly

*The revised licence fee framework will take effect in a phased approach, as indicated in the table.
Note: SBO(Class) licensees will not be affected by this revision of licence fee
AU : http:/ /www.ida.gov.sg

msuh 7 1aaidnsiAsssuidsuiuouanals:naunamsinsauuauyoils:ina
vlaide dauifusucinoonidu 2 Usinn Ao Individual Licence lia:
Class Licence

Type of Licence

Type of Fee o ) 3
Individual Licence

a. Application fee (non RM10,000
refundable)
b. Approved fee RM50,000
c. Annual fee 0.5% of gross annual turnover or
RM50,000.- whichever is higher
d. Registration fee RM2,500
for a one-year registration

AUn - hitp:/ /www.skmm.gov.my
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tsuA 8 ||aOJoms1mSSSU|usJUTUouaJmUs nauAamsinspuALYaIUs:INFUSIU
UJMUJTUOU&JmoomLJu 2 UszinnAo Infrastructure Provider Licence
(InTi) 1a: Service Provider Licence (SeTi)

Licence

Infrastructure Provider for the

Service Provider for the Telecommunication

Fees

Telecommunication Industry (InTi) Licence

Application fee is B$10,000 per licensable
activity.

Plus an additional B$10,000 application
fee if frequency spectrum is needed.
Periodic licence fee is 1.5% of the periodic
gross turnover of the licensee subject to a
minimum of BS 100,000 per year payable
every 6 months.

Industry (SeTi) Licence

Application fee is B$5,000 per licensable
activity.

The periodic licence fee is 1.5% of the
periodic gross turnover of the licensee
subject to a minimum of B$5,000 per year.

INEITN 6 7 Wag 8 FINANITNHUY

AUN - hitp:/ /www.aiti.gov.bn
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