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Attacks highlight shortage of cyber experts

ASINA PORNWASIN
THE NATION WEEKEND

THAILAND is facing a shortage of
cybersecurity experts amid the coun-
try’s drive for the digital transfor-
mation of the economy and society,
according to Kitti Kosavisutte, chair-
man of the Thailand Banking
Sector-Computer Emergency
Response Team (TB-CERT).

His remarks followed the data
leaks reported by Kasikornbank and
Krung Thai Bank, where personal
and corporate data of more than
120,000 bank customers were com-
promised.

Krung Thai Bank reported to the
Bank of Thailand that the personal
data of 117,000 customers applying
for personal, housing and other
loans online, were hacked. Kasikorn
Bank reported thatcorporate data of
about 3,000 customers using the
bank’s online letter of guarantee
service, was compromised.

Cybersecurity experts said the
incidents serve as a wake-up call for
regulators and other authorities as
Thailand accelerates the pace of its
digital economy.

While bank executives said the

dataleakshave caused nodamageso
far, experts said. Data, especially
personal data, is very sensitive and
potential damage cannot be ruled
out. Experts have urged the govern-
ment to quickly strengthen legal
safeguards against data leaks with
special measures added to the data
protection bill which will be enact-
ed later this year.

At present, the National
Broadcasting and Telecommunica-
tions Commission’s rules require tele-
com operators to reportany dataleaks
to authorities within 72 hours.
However, there are no regulations for
the banking sector yet.

Experts have also suggested that
the country’s data protection bill
should meet the international stan-
dard set by the European Union’s
General Data Protection Regulation
(GDPR) which went into effect in
May this year, since the law covers
both data protection and data leak
issues with punitive measures.

Regarding Thailand, Kitti said, a
national cybersecurity committee
hashighlighted theissue ofaninsuf-
ficient number of cybersecurity
experts and it is seeking state
funds to develop more human

resources.

At present, there is a widespread
shortage of experts in virtually all
sectors of the economy.

Thailand's fast-growing digital
economy has led to a huge increase
in Big Data, especially personal data
stored on the computer systems of
telecom companies, banksand other
finanecial institutions, which have
become a major target for cyberat-
tacks. Asaresult, authorities have to
step up both prevention and detec-
tion measures aswell as prepare how
best to respond to these attacks.

“For example, the time it takes to
respond to these attacks is no less
important than prevention and
detection measures, so we need to
develop more experts in this field to
cope with the rising number of inci-
dents. In addition, consumers need
to have greater awareness on pro-
tecting their personal data,” Kitti
said.

Since the digital economy is driv-
en by the massive amount of per-
sonal and other data, it is not possi-
ble to completely prevent all data
leaks which could be facilitated by
malware, ransomware and other
methods.

Millions of Thai consumers are now on mobile and other digital banking platforms, resulting in a huge incease of personal

data whose security has become a majorissue.
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In this context, personal data is
the most sensitive and could be
widely abused, especially in the
world of digital banking and cus-
tomer IDs.

Kitti said public awareness cam-
paigns are necessary to facilitate the
fast-growing digital and mobile
banking sector as commercial banks
move more customersto mobile and
other digital platforms which are
seenasanewcompetitive advantage
due to increased convenience for
customers and increased efficiency
for banks.

“Member banks of the TB-CERT
are working together to strengthen
our safeguards on cybersecurity by
sharinginformation and experience
in various cases so that the sector
can more effectively plug theirloop-
holes to prevent new attacks.
However, each bank has its own
monitoring and alert mechanisms.
At this stage, TB-CERT focuses

on how best to respond to
cyberattacks,” he said.

More funding needed

Due to the migration of banking
services frombranchesto online and
mobile platforms, it is necessary to
increase investment in additional
security and other precautionary
measures since there are greater
probabilities of incidents.

In his opinion, prevention and
detection as well as best responses
are key to ensuring that banking
services are not disrupted by attacks.
Previously, most banks focused on
prevention and later detection, Now,
timely responses are also very
important.
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EASING THE WAY

The regulator is amending its must-carry rule
for broadcast service to ease limitations on
viewing sports tournaments via mobile. 3

NBTC easing rules for sportscasts

Changes to support mobile viewership by redefining broadcast rights

KOMSAN TORTERMVASANA
Th broadcasting regulator is amending

e its must-carry rule for broadcast
service to ease limitations on viewing sports
tournaments via mobile.

The most popular competitions include
Fifa World Cup, Uefa European Champion-
ship and the 2018 Asian Games, which begin
Aug 18 in Jakarta.

The National Broadcasting and Tele-
communications Commission (NBTC)
must broaden the means for live broadcasts
because more people today view content on
mobile devices, said NBTC secretary-general
Takorn Tantasith.

Under the must-carry rule for broadcast
service, local licensed TV stations must
be carried on a cable provider’s system.
Channels bid for the right to broadcast big
tournaments.

Mr Takorn said a problem occurred when
owners of broadcast rights refused to allow
live broadcasts via mobile apps operated by
other companies.

In June, largest mobile operator
Advanced Info Service (AIS) was ordered
by the Central Intellectual Property
and International Trade Court to stop
broadcasting the Fifa World Cup final on the
AIS Play app.

The move followed TrueVisions’ petition
to the court to seek protection for its broad-
casting rights against an alleged violation
by two AIS subsidiaries, namely Mimo Tech
and Super Broadband Network, as they had
neither permission from Fifa nor from True-
Visions in advance.

Mr Takorn said the main problem was
that mobile platforms are clearly defined as
subscription TV operators under the must-
carry rule.

“To amend the must-carry rule, it must
make it clear that broadcasting programmes

PHOTO: PATTARAPONG CHATPATTARASILL

While the World Cup final was shown outside CentralWorld, AIS’s mobile broadcast of
the same match was halted by a court order.

operated by the NBTC's licensees are also
categorised as subscription TV stations,” he
said, adding that in the future, private com-
panies who bid for the live broadcast rights
of big international sports tournaments have
to include rights for live broadcast via other
mobile platforms too.

The bidders may have to pay additional
costs to the copyright owner, but the move is
being made to broaden viewing opportuni-
ties for Thais.

Mr Takorn said the NBTC has assigned
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aworking panel to amend the must-carry
rule, with the amendments expected to be
effective by mid-August.

The panel is chaired by Pakdee Manaves,
the deputy secretary-general for broadcast-
ing regulatory management.

The NBTC will call in Workpoint Enter-
tainment to discuss broadcast rights for the
2018 Asian Games.

Workpoint is the first private firm to gain
the broadcast rights in Thailand for the 2018
Asian Games. It will broadcast live from the

Page: 1/2

InfoQuest Limited | 888/178 Ploenchit Rd., 17 ™ FL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330

Q 02-253-5000, 02-651-4700 help@ignewsclip.com




Bangkok Post

Bangkok Post
Circulation: 70,000
Ad Rate: 1,500

Col.Inch: 65.57

Section: Business/NATIONAL
Date: Saturday 4 August 2018

No: - Page: 1(Top Right), 3
Ad Value: 98,355 PRValue (x3): 295,065 Clip: Full Color

Headline: NBTC easing rules for sportscasts

News ID: C-180804001087 (4 Aug 18/06:53)

‘ "IQNews(

www.ignewsclip.com

opening ceremony to the closing ceremony
in Gelora Bung Karno Stadium via TV, Face-
book, YouTube and Line.

The Asian Games will take place in
Jakarta and Palembang, Indonesia from Aug
18 to Sept 2. This will be Thailand’s 18th
appearance since the inaugural games in
New Delhi.

“The live broadcast of the 2018 Asian
Games should also be accessible on mobile
platforms or over-the-top platforms oper-
ated by the NBTC's licensees,” Mr Takorn
said, adding that the commission has yet to
speak with Workpoint Entertainment about
aresolution.

OPERATOR ROADMAP

The NBTCis considering drafting along-term
survival roadmap for the broadcasting industry
that will include planning for digital TV oper-
ators and satellite TV operators.

The current ecosystem of the broadcasting
industry is vulnerable to fast-changing com-
munications technology, especially social
media platforms such as YouTube, Facebook
and mobile apps.

The NBTC is worried about threats from
innovative tech to operators, especially given
the preparations to introduce 5G wireless
broadband in the next two years.

The upgrade to 5G technology could
provide data speeds up to 100 times faster
than 4G, creating new use cases for the Inter-
net of Things, augmented reality and virtual
reality applications, smart vehicles, remote
healthcare, and robotics.

Mr Takorn said the NBTC needs to
discuss well-rounded resolutions with all
related parties in order to be able to assist
operators in the long term.

In addition, the NBTC has subsidised the
operating costs of uplink digital TV broad-
casts on satellite platforms for satellite TV
operators, an arrangement that will end in
the next two years.
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