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The National Cyber Securlty Agency
{NI.'_:SA} aims to mll ot $ subaorcdi-
nate regulations of the Cybersecurity
Act this year to strengthen the coun
1Ty's systems.

Roughly 100 organisations linked
with eritical information infrastructure
() stipulated by the act will also be
directed to comply with the standard
framewark ofsecurity requinements this
vear to puard against cyberthreats, sald
the agency.

The actstipulates NCSA s responsi-
hile for providing assistance to prevent
and mitlgate risks from cyberthreats 1o
saven aspects of CI: national xncuriqr.
public service, banking and finance,
information technology and telecoms,
ransport and logistics, energy and
public utilities, as well as public health.

Gen Prachya Chalermwat, secretary-
genertl of NCSA, saikd the agency estab-
lished in January 2021 will ramp up
cybersecurity skill-building for sec-
tors related o the seven CII aspects
through imtensive capacity-building
Programmes argeting 2,250 anendess,
inclhading 400 specialists and execu-
tives, in 2022,

He =aid the move should enhance
the: country’s capacity to defend against
escalating cyberthreats, particularly as
more organisations shift their work
online during the pandemic, relying
mare on online applications.

According to Section 44 of the Cyber-
security Act, NCSA = taskoed with for-
mulating a code of practice and stand-
ard framework of cybersecurity as a
guideling for state and private agencies
limked s CI oo comply with,

The agency Is also expected o
develop cyvbersecurdty skills and com
petence for state and private agency
wiorkers 1o meet intemational stamd-
ards, aswell as create a digital ecomomy
and society action plan spanning from
2018 o 2022,

will enforce security standard require-
ments, including for software and
operating systems, for state agencies
and CllHinked enterprises by the end
of this year.

The requirements include daily
monitoring of threats to ensure the
SRty of their databases, he said.

Many government and private
organisations are linked o the seven
CIl sectors, but around 100 are in the
first batch subject to enforcement by
this year, said Gen Prachya.

KCSA plans to work with various
sector regulators on the tasks, such
a5 the Thailand I'hn]cinﬁ Sector Com-
puter Emergency Response Team, the

The agency will ramp
up cybersecurity skill-
building for sectors
related to seven
critical information
infrastructure aspects.

GEN PRACHYA CHALERMWAT
Secrefany-general, National Cyber
Security Agency

Securities and Exchange Commission,

the MNational Broadeasting and Tel-
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KOMSAN TORTERMASANA According o Gen Prachya, NCSA  the Telecommunications Asseciation

of Thailand.

Each of the seven CI sectors is
expected to have cybersecurity coor-
dination centres by the end of this year,
e said.

In August 2021, NCSA established a
nmational Compuier emergency esponse
team (Mational CERT), which was
ransformed from ThalCert [ Thalland
Compater Emergency Response Team)
under the Electronic Transactions
Development Agency.

National CERT has five staffmembers.

“Public health is the most critical
sector as it involves patient records,
which could be a threat to people’s
lives,” Gen Prachya said.

NCSA hasaround 60 staff, halfof them
recruited under contract agreemenis.

The agency received a budget of 40
million baht in its first year of opera-
tion, which was raised to 140 million
in fiscal 2022,

NCSA also secured another 200 mil-
lion baht from the Digital Economy
and Sociery Ministry's Digital Fund
Tor its operations and mamagement in
fiscal HEL

"W are . new agency with several
limdeations, but we are eager to achleve
avr missions,” he saic.

NCSA alms o have 480 staff for
its Tull-scale operations, but it may
take 10 years to reach that level, said
Gen Prachya,

ecommunications Commission and

News ID! C-220202001018 I:E Feb EZHDE.'EE‘}

Wi oNewsClip foissest Limited | Bi2/1TH Fieenchin B, 47 "™ AL kahatun Plaz Blég. Lempint. Patumsan, Banghok | D30
e st very A% 07-792-5000, 07-651-4700 ) 02-253-5001.02-081-4701 W Relpg@ianewschpcom

Page: 171



