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Illegal SIM cards ‘integral’ to scams

Authorities crack down on burner
phones tied to ‘horse accounts’,

Hegally used mobile phome 514
cards nmed prosgy bank accoums ane
vital figsasw pieces. in thie incneas-

ingly camplex businesses that
are online frasd and gambling,
palice said.

The link was illustraped by recent
izl owns on two major distributors
of illegal SIM cards in Banghkok and
Chiang Bai at the start of the year, which
resenbed an extenstve and comples mit-
work behind the npdorious “call -ceme”
ACHIN,

Orveer 10,000 iflegal 516 cards werne
seized In the cracdedowns, which were
Jed by thie Cyber Crime Investipstion
Cemire under thee Deparment of Spe-
cial Imvestigation [ S0} — some 8500
afwhich were found so hove been regis-
tered using thee iKlentity cands of Myan-
ymar angd Cambadian clitmens,

Ugon further investigation, e SIM
cards — which were issued by [iac and
AIS — were foumd to have been linkesd]
1o naimeras hank accounis that were
trzing used o receive Tunds ol by
stam victms

The accousis, authorities said, are
aften reflerred w by investigamrs as fan
e ovats [ “horse aocounts®),

INTEGRAL TO SCAMS

IHegal SIM canxds, police said, play a
Ry Importam role in eiline scans
hecause they allvw the fraudsters ©
il thedr identities.

Using SIM cards registered under
arher people’s imimes, the seamom ers
call their victimes and lure them into
sending money. Onee the victims hite
the bait, the scamimers then instmct
them b wird Aroibey o a “larse
accouni’|, fram which the lunds will be
remimed averseas o avade Iy enforoe-
memt agencies.

Since mobdle phones are now an
invtegrrad prart of everydiy lives, sutlos-
ities beliove steps mist be mkén 1o
ensuare pur digital mformation swon't
e misused when the devices get los
ar sben.

%51 direceor-genemal, Tralris Temahl-
i, said more peaple should activate
theer Pt il erainy veriflcation serting
an their mobile banking application,
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writes King-oua Laohong

Workers from mabile phone network providers help police sort SIM
cards illegally used in fraudulent ransactions, 05| FHOTO

in arder to prevent their personal
information being misused by crimi-
mal nerworks.

Fiferringg 1o the SIM cards thal were
seized in Bangkok and Chiang Rai,
D Travirit said the Ceniral Instinie of
Porensic Sciences (CIFS) s mnning
murechecks o determine il mome canls
coild be finked o franchidens accounis,

“Once the inlormaion comes o
lighs, it will be chedked with commer
cial harks nagicnwide and thesccounts
can be suspended immediately,” Dr
Tralrit said, "This will prevent e vic-
tims" mnney fram getting transferred 1o
off-share sccounts”

Chalermahionm Chinhiase-ree, direc
torol i CIFS oyher invesgation unir,
sl the institute willl determine if the
|:l|'N)I1¥' iwianleers can e teaced i Ay
call centre gangs or anline gambling
wirhsites which are listed in thi main
crizme database,

LIMIT ‘NOT ENFORCED"
Thal lews prohabit an individaal from
waming moce than five SIM canls, except

News |D: E-220301001010 (1 Mar 22/04:88)

IetoTrent Limtmd | BEBS17S Piosncti A, 17 ® ML Maharen Placs Bldg,. Lumoin, Pabursen, Barghon 19530
B 02ora- SO0 OZ-EAT o0 EE 02-2E-S007. 02 A1 AT

a juristic person whis has provided a
formal aml valid explanation that has
hevn approved by releant authorties.

“Bait in practice, e limit [on SIM
card vwnership] s oot enforced,”
Dir Trakrin moted, anguing the lack af
enfnroement has allowed anline scams
o devedap into the moee conmplex aper-
atians they are today.

Theae dﬁ"-“‘n lrausd schemes are more
sophisticated and harder i detect.”

Some criminals were known e
have pretended to be state officials
reprreseiling the Roval Thai Polics, the
Oiffce of the Marcotics Conerl Board,
The Revenue '|‘L'|.'II'II'I:l'I'II.'l'IH. even thi
D& They would spin stonies to con
wince their victms thay drug moniny was
sormethow imnshemed into their socount
aiwl that they will s 16 pay a fee b
have the funds remaved or dsk facing
legal action,

Often, the scumimaers, while presend
e e bee: @ stmbe oofficial, would also ask
the victim o disclose thdr nation:al 10
card and hapk aceoant nimbers,

“The storics they tell victims 1o fsal
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thiem may differ, but in the end. the goal
15 iy et W it N i Ui weanllets,”
hes said.

Afver e victims complete the money
transfer, the scammers quickhy ransler
e [ s 1o v rseas accoants in China,
Taiwan, Camhodia and Byanmar, Pol Lt
Cod Chadermchianim cakd, adding dam-
ages run imto hillions of baht esch vear:

He admimed thar onee the mioniy
heaves Thailard, Ris very difficult o go
alter it

The Cyber Investigation director
addird that scamimers have found ways
o sk their caller [T — for instance,
they use o programme that woald dis-
pliary the number of an actual goviern-
ment agency on e screen of thelr
victims™ phones whenever they make
acall,

Some Thais have alse been hired
to pose & state officlals, Pol Ls
Cal Chalerrnchonm,

Pl Lr Col Chalermchonm sald
same of the gangs are known o be
masterminded by Chinese and Tai-
waneie nationals, in collusion with
Thai citizens

TIGHTER CONTROL IS NEEDED

Sutthisak Tanbaoli, deputy secretary-
geneml of the National Broadcasting
el Tebeconummumications Commisaion,
satid people ane novw reguined o obtain
thieir SIM cands an athorised shigis rin
ey thee mahdle phone netwaork pronviders,

Imu thee past, Ive said, anyone could
easily go to any shop to purchase a
55 card

“Authorised shops are alsa reguined
o pecnad thie degails of any persom whin
has more than fve SIM cards. The com
irnsafon will investigate w see whan the
s are being used foc” e said.

He said the NETC had amempeed
1o stricthy enforce the cip on S1M card
mwmeershidp, bt the movn drew flak from
critics whin insisted the nule is a viola
tion of theelr righs

The commission is looking fo revive
the regulation, but this tme, the Hmis
will capped al 20 5IM cards instesd of
fiwe, b snid.

“Ht bonks like the NETC will have w be
srricier with mohile nenvorks,”
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