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New centre aims to tackle online scams

Service meant to
offer quick responses

KOMSAN TORTERMVASANA

The Digital Economy and Society (DES)
Ministry kicked off operations yester-
day for the Anti Online Scam Operation
Centre (AOC), a one-stop service point
to tackle rampant online scams.

The AOC is located at National Tel-
ecom’s headquarters on Chaeng Wat-
thana Road, while the centre’s 24-hour
hotline number for the publicis 1441.

The hotline recently increased
capacity to 100 telephone lines from 20.

The ministry will work proactively
to suppress online scams, which have
affected society and the economy on
a wide scale, said DES Minister Pra-
sert Jantararuangthong.

Mr Prasert said the number of online
scam cases exceeded 330,000 between
March 1, 2022 and Sept 30, 2023,
resulting in damage of more than 45
billion baht.

The AOC’s roles include supporting
the immediate suspension of affected
bank accounts as requested by vic-
tims, following up on problem solving
for victims, accelerating the process of
returning money to victims, and using
technology to suppress scams.

The centre will also coordinate with
all relevant parties to handle cases once

FRAUDSTERS BEWARE

A new centre aiming to counter online
scams was unveiled yesterday by the Thai
government. B4

The goal is to freeze an account affected by a
scam within an hour of receiving a notification

from the victim.

PRASERT JANTARARUANGTHONG
Digital Economy and Society minister

itis notified by the victims, he said.

The AOC monitors fraud cases and
provides consultation to the public
regarding online scams, said Mr Prasert.

He said the goal is to freeze an
account affected by a scam within an
hour of receiving a notification from
the victim.

Mr Prasert said as the AOC has to
work quickly, it operates using war

room functions such as intelligence
assistance technology and an intelli-
gence-based platform to gather infor-
mation and create a large database for
use in preventing and cracking scams.

The platform will analyse financial
information and phone numbers, as
well as information regarding ques-
tionable transactions, he said. Artifi-
cial intelligence and data scientists have
been recruited to assist with this data
analysis, said Mr Prasert.

The centre will forward to related
banks information about victims’
money transfers to scammers, allow-
ing the banks to freeze the accounts in

time, he said.
Then the Royal ThaiPolice, National
Broadcasting and Telecommunications

Commission (NBTC) and the Bank of
Thailand can exchange information on
the incident.

Laws that can be applied to scam
cases include the Computer Crime Act
and the Anti-Money Laundering Act.

Mr Prasert said he is confident the
AOC will strengthen the country’s
capacity to deal with online fraud,
reducing the number of cases within
three months.

Representatives from the Cyber
Crime Investigation Bureau, the Thai
Bankers’ Association, National Tel-
ecom, the NBTC, the Department of
Special Investigation and the Office of
the Securities and Exchange Commis-
sion attended the AOC’s inauguration
event yesterday.
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REPORT IMMEDIATELY
A state agency is urging digital platform
operators to send it information before a
deadline later this month. B2
EXPLAINER SIRIVISH TOOMGUM AND KOMSAN TORTERMVASANA

Agency pushes digital operators to comply

Providing required information considered urgent as Nov 18 deadline draws near

[
\

The digital platform service law is meant to regulate digital platforms transparently and promote consumer protection.

he Electronic Transactions Devel-
opment Agency (ETDA) has urged
local and foreign digital platform
operators in Thailand to quickly
provide information mandated by
the digital platform service (DPS) law, as the
Nov 18 deadline approaches.

The state agency recently released a list of
digital platform operators that have pro-
vided the required information.

ETDA requested platform operators that
have yet to do so quickly comply before the
deadline.

WHAT IS THE DPS LAW?

The law, which is meant to regulate
digital platforms, took effect on Aug 21,
intended to transparently govern operators
and promote consumer protection.

The law obliges platform operators seek-
ing to do business in Thailand to provide
details to ETDA before they can start operat-
ing. Existing operators have until Nov 18 to
provide the information.

Failure to provide the information by the
deadline can result in a prison term of up
to one year, or a fine of up to 100,000 baht,
or both.

WHICH OPERATORS HAVE TO PROVIDE
INFORMATION?

Both new and existing local and foreign
platform operators are required to provide
the information.

Individuals who operate online with
revenue of more than 1.8 million baht per
year before expenses and juristic entities
with revenue of more than 50 million baht
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per year before expenses are also subject to
the law.

The law also applies to individuals and
juristic entities with more than 5,000 service
users per month.

According to ETDA, the definition of
a digital platform under the law includes
not only platforms acting as a medium for
buying or selling, but also covers the follow-
ing platforms: online marketplaces; sharing
economy platforms such as ride sharing, car
sharing, knowledge sharing, labour sharing
and space sharing (excluding hotels); online
communication, including those supporting
trading activities; social media and social
commerce; advertising services, including
ad networks and ad exchanges that match
online ad spaces to ad buyers; audio-visual
and music sharing platforms; search tools;

Page: 1/2
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news aggregators; online maps; web brows-
ers; virtual assistants; operating system
services such as software used in offices;
hosting services; cloud services; internet
service providers, including overseas-based
providers operating in Thailand.

The agency made available a digital
platform assessment tool (https://eservice.
etda.or.th/dps-assessment) for operators
to determine if they are subject to the DPS
law. After operators answer some simple
questions, the system notifies them if their
businesses are subject to the law.

Operators can provide the required infor-
mation at https://eservice.etda.or.th/dps/
th/login, which is ETDA'’s digital platform
service business notification system.

The agency held a workshop on Oct 17 for
law firms and legal consultants to brief them
on the DPS law, enabling participants to

provide consultation to platforms.

WHAT TYPE OF INFORMATION IS
REQUIRED?

The required information includes details
of the operators, ID cards or juristic IDs,
contact channels, information on their digi-
tal platforms and revenue before expenses.

Operators must also include informa-
tion on their service users, if they have such
information, and their top five customer
complaint cases.

In addition, the information must include
details of their coordinators in Thailand if
they operate overseas, as well as consent for
ETDA to access such information.

HOW MANY PLATFORMS HAVE PROVIDED
INFORMATION THUS FAR?
Between Aug 21 and Oct 10, 109 plat-
forms provided information to the agency.

Most of these were e-marketplace opera-
tors, followed by communication platforms,
news aggregators, search tools, web brows-
ers, cloud services, virtual assistants and
advertising services.

According to ETDA executive director
Chaichana Mitrpant, such information
will enhance consumer confidence in the
platforms, improve their competitiveness
and show that consumers will be effec-
tively protected.

He said he believes more platform opera-
tors will provide their information to the
state agency.

In a related matter, the National Broad-
casting and Telecommunications Commis-
sion (NBTC) is quickly drafting a regulatory
framework to govern over-the-top (OTT)
platforms operating in Thailand, espe-
cially video-on-demand and video-shar-
ing businesses.

The move is another state effort to ensure
domestic and global OTT platforms provide
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the regulator with their business details,
paving the way for the NBTC to regulate the
OTT industry in the future.

OTT services allow users to access media
content and communication services over
the internet.

Prawit Leesathapornwongsa, advi-
sor to NBTC commissioner Pirongrong
Ramasoota, said the NBTC and ETDA have
discussed the issue at the management
level. However, the boards of both state
agencies have yet to discuss this issue.

ETDA hopes the NBTC will issue a
regulatory framework governing video-on-
demand and video-sharing platforms by
requesting they provide their details to the
regulator, Mr Prawit said.

Under this framework, OTT platforms
that provide the NBTC with their busi-
ness details will be permitted to operate in
Thailand, though this does not amount to
licensing.

The NBTC licensing regime applies to
licensees in which the foreign shareholding
stake does not exceed 25%.

He said the NBTC would govern both
domestic and foreign OTT platforms on an
equal and fair basis via the legal broadcast-
ing scheme.

The NBTC working committee headed
by Mrs Pirongrong drafted the regula-
tory framework and submitted it to the
NBTC board.

This information will
enhance consumer
confidence in the
platforms, improve their
competitiveness and
show that consumers
will be effectively
protected.

CHAICHANA MITRPANT
Executive director, Electronic
Transactions Development Agency
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FRAUD

Govt sets
up scam
victim aid

The Ministry of Digital Econ-
omy and Society (MDES) has
opened an Anti Online Scam
Operation Centre (AOC), a
one-stop service aiding scam
gang victims, said minister Pra-
sert Chantararuangthong.

From March 1 last year to
Sept 30 this year, there were over
330,000 cybercrime cases, caus-
ing damage worth over 45 billion
baht. Mr Prasert said the AOC
will reduce the number of online
scams effectively within a month.

The AOC also will add an extra
80 hotline operators to the existing
20 operators for the Cyber Crime
Investigation Bureau (CIB)’s hot-
line 1441.

Mr Prasert said the AOC's goals
include freezing mule accounts
immediately after victim com-
plaints, following up on investiga-
tions for victims, arranging money
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recovery and applying technology
to investigative work.

Assisted by AT platforms, he
said the AOCis fed analytical data
based on transactions, call history
and financial information.

Mr Prasert said the AOC will
freeze a chain of transactions
within an hour after the report is
filed from the victim.

The AOC is working in col-
laboration with the Royal Thai
Police, Anti-Money Launder-
ing Office, National Broadcast-
ing and Telecommunication
Commission and Securities and
Exchange Commission.

Any wrongdoing will proceed
according to the Computer-
Related Crime Act and Anti-
Money Laundering Act, Mr Pra-
sert added.

The AOC also backs up the vic-
tim’s privacy by using the MDES
cloud service, whose IT manage-
ment system is certified by ISO
27001,1S0 200001 and CSA-STAR.
The database is also regulated by
the government'’s Personal Data
Protection Act. As a part of the
AOC’s mission, Mr Prasert said
Facebook was working with the
centre by taking down up to 700
Facebook scamming pages per
day, an increase of 10 per day.
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