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(@) External non-intrusive scanning of the selected hosts
(o) Execute vulnerability and port scanning assessments
(en) Open ports
(& Misconfiguration

(&) The presence of known vulnerabilities and/or system weaknesses o
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(&  Vulnerable and Outdated Components
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(@) External assessment (identification of application security issues via
Internet presented applications; or through simulated-external
applications as applicable)

(o) Testing from the perspective of an unregistered user — ‘Black Box’
testing

() Review of the ability to withstand attacks from injected or
manipulated code

(& Assess scenarios through which a non-load-based denial of service
condition can be introduced

(&) Assess user access controls, user segregation and authentication
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(o) Attempt to gain unauthorized access to data, to modify data
without authority, or to otherwise compromise the security model
implemented by the system
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® CompTIA Security+ %39
® CEH (Certified Ethical Hacker) 39
® CompTIA Cybersecurity Analyst (CySA+) %38
® CompTIA Pentest+ %39
® CompTIA Advanced Security Practitioner (CASP+)
® Certified Information Systems Security Professional (CISSP)
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® Offensive Security Certified Professional (OSCP)

® GIAC Penetration Tester (GPEN) %39

® CompTIA Pentest+ #39

7

St

[

D

.—-'_7(’



Proof

-G~

® CEH (Certified Ethical Hacker) w39
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® el earnSecurity Junior Penetration Tester (eJPT) D) ‘
@ el earnSecurity Certified eXploit Developer (eCXD) %30
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- Planning Scoping and Technique

- Reconnaissance and Information Gathering

- Scanning and Vuln Analysis

- Gaining Access or Exploit Target

- Maintaining Access and Technique Validation

- Analysis and Reporting
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- Planning Scoping and Technique
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- Scanning and Vuln Analysis

- Gaining Access or Exploit Target
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- Analysis and Reporting
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- Information Gathering

- Configuration and Deployment Management Testing
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- Authorization Testing

- Session Management Testing

- Input Validation Testing

- Error Handling Testing
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-Pre-Assessment Planning b

-Discovery

-Scanning, Collection, and Analysis

-Reporting
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-Reconnaissance

-Weaponization

-Delivery

-Exploitation

-Installation

-Command and Control

-Actions on Objectives
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