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Multifunction Lﬂ%‘la\i LaserJet Pro Printer01
laweas wse LED MFP M477dw . CWN-NBTC- | lo. CNCMN734JG
212601 Printer02
o. | gunsal Barcode b | 8% Honeywell | @. CWN-NBTC- | @. 20066B4B3C
Scanner (1D/2D) 1509 U HH660 Barcode01
. CWN-NBTC- | . 20066B4BC8
Barcode02
& | Smart card o | 8V R&D Fu . CWN-NBTC- | @. 315008647
Reader @13130 |34 | UTRUST 2700RB |  Smartcard01
2uURIUTTI 1YY . CWN-NBTC- | lo. 315008648
Inguuu Smart Smartcard02
Card 91
o, WONAWISAVANE
a1nu 318013 318821880 31U
. | srUuUfURnmsdmiuedouitng Microsoft Windows Server 2019 o
(Operating System : OS) (Standard edition) 64 bit
b. | SPUUFIUTBYALENTUS (Relational Microsoft SQL Server 2019 (Enterprise ©
Database Management System: RDBMS) | edition) 64 bit
o, | oWAwIsIuEIHIIeS IS Web Server ©
« | ssuugmuteyauuu Non-Relational MongoDB 4.2.5 2008R2Plus SSL (64 bit) ©
Database
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<. 1A3DWIYIY (Computer Server)
. 3 v a o d' a ¢ (] ] u [ v o a
J¥UU Any Registration 3¢ABIARAIUULAIBIABUNIGDILUYIY (Server) @msuynuinilu Web

Server, Management Server Waz Database Server #1955 UUNUITY (Production environment) wag
JrUUUNAaBY (User Acceptance Test) tnanne nany. asiduddnwmssuansawisuuszuviaiion
(Virtual Machine) fis1vazi8unnall

o  MINUANTBLALATEITIEUDITLUY Any Registration lnguenaumviing

aeu Environment %o VM Host | lefiuannsa il
® | Production Any-re-1 172.17.62.218 Web Server
o | Production Any-re-2 172.17.62.219 Web Server
o | Production Any-re-db 172.17.63.86 Database Server
& | Production Any-re-db2 172.17.63.87 Database Server
& | Production Any-re-ma 172.17.62.220 Management Server
<o muannativeiareuinesitevimiiiiu Web Server waz Management
Server U835¥UUNUIN (Production)
asiu 31815 UaIdus/AaNUR
® Processor (vCore) Processor 8 vCore 3.0 GHz
o | Memory (GB) InemININegNtey 64 GB
m | Storage (TB) firuglitesndn 1 T8
Network finnanslumsiudsdayauuu 10/100/1000 Mbps
<o MEnnuaRiveaisreuiamesusitieyimiiid Web Server
UBITYUU User Acceptance Test (UAT)
GRAY 598013 SUauIBn/AnANUR
® Processor (vCore) Processor 8 vCore 3.0 GHz
© | Memory (GB) inuemnineg1aiey 32 GB
o | Storage (TB) lauglidviesndn 1 B
€ | Network fiananslumsiudsdayauuu 10/100/1000 Mbps
e mauannuantivenssssnoufamesuitneyimiiidu Database Server
YBITLUVIUAIN (Production)
a1y 319N13 TUavloun/AnaLUR
® Processor (vCore) Processor 8 vCore 3.0 GHz
o | Memory (GB) InemMIuIeEley 64 GB
o | Storage (TB) fianuglitesndt 5 T8
Network finnansalumssudsdoyauuy 10/100/1000 Mbps
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& Gﬂi'NLLaﬂﬂﬂmaNUWUaﬂLﬂi@QﬂaNWULG]EJ?LL?J’U’]EJVHWU']V]L{JU Database Server
UDITEUUNU User Acceptance Test (UAT)

a1y 3983 S8 d89/AELUR
® Processor (vCore) Processor 8 vCore 3.0 GHz
o | Memory (GB) Hmgmudiegatee 64 GB
o | Storage (TB) fianuqliveunin 1 T8
« | Network finnanalumsiudsdoyauuy 10/100/1000 Mbps
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AMANUIN o

aguuImsiuauiiuatlaeniuasaumaAlunIsIegesnm
a o =1 = a4 a i ‘
SUUNTYUANYDDYIN/VUNLLUBULATIINYGAUUIAL (Any Registration)
KAZIIBUANIUENTAITRITMLIBIATEINg AN ANKNIUBIANYaling UszdnT beow

Useameu

®. N1IATIVEBULBYA Security patch

) o
AIRINTT “5@LLU'JV|']\1LU’{11J'E]N

518821880 Security patch | wansznuninlifaas Patch - &
mnliAanAs Patch

AN UNYLNULAN
¢ &9 v o w a2 ' ° v ¢ ¢
e wyuresuilddivivszvvarsaumanludiunisurgednwmluveuiunvesganauls

(Software) s¥uuUfUsAnIs (Operating System) TUsunsuuszyns (Application) vieilsuwas
(Firmware) 111y

® 1Up “518aLiBYA Security patch” @M13ATEYMIELAY Patch vioTeild8ne8s Patch wu
CVE-2013-1092 %130 MS012-020 1Jusiu

© Q’%’U%’NmmsaLﬁmamwamﬁaw%ﬁﬁaLﬁaLﬂust‘[Wﬁﬁiaﬁwﬁmmﬂ fanunsafiiunig
T umUInEay

. HAN1IATIVADU WAzIATIEVTaYR Log AuauliuaiUaandeasaume

P
4" daya Log N | , . L,
WinN150dd i Jadananaiulu S L
sTuuuy |, NYAVBINU nsandums | g3ulinveu
ADINTIVEDU : A13AS2960U Log
wAn13al
L] un@
L] laiunf
ANSAEUNNS
A5 UNYLNULAY

° LLU‘U'V\I@%ui‘lﬁz’fﬁw%’uszuumiauLwﬂﬁaﬁ’uaqumiﬁuﬁm’fa;ﬂa Log \ju UBya Log ¥o3
syuuUfuRnnsiaseclifuinns (Serven), Yaya Log wesgunsaila3etng vie Yeya Log s
1Usunsu Database (Husu

®  AUMNLUVDINIVD

O szuUNIU mnei eFegunsal stuuUFTRNS vieTelusunsuiidesnsiiasgideya
Log
O wmansaifidetnsaadey mnefs gmsaiiuanuiuncasadeiideinisnsivasy
fhegammmsniiidesmvasuiifeteluil
B AIneneengusiasnuy
o

1% o o v @ v
" ygrewldendgiglinvuneny, ssiunisldnu
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" ywgeuunleAn configuration U845¥UU

= FlFauszuu Logon Tutanandilsiwansay

" psvhauiiinusnfivesszuy (System Fault Log)
Fuiannsadiudumgmsaliifesnsvasuianiuld iaidulsslovivesdiinguy

safannifamanisaiasdedetelul fesdinsmenuvioudangluil certenbtcgo.th
sufwszaudiifsdeaneliiunswiagnisaiiioraiufeanaumislewesnunianuiniing
UsgmAnmznssunsmsinvinusiuasasnislaiuesuieni (3es dnvazdvanaunisleiues
wmsnstesiu Fulle Ysudiu Usuusu wavseiudeanaiumleiuasudazssiu w.e. bdod

fanns1eeamelUl

ddu | Ussiavmanisal

A1@5UIBWAN1Ial

ArpEamanIIal

N3NNI VBAY
ananamdleiuaiany

UYsznad nnal.

® AYNUASITUYR
(Natural disaster

incident)

WM salAeRURsTIHYIA
flileiAnanuyed uag
HansENURAILTUAY
Uaonsibvemsndau
asaumAIoiling
ANHUIUYDY 1Ny
nany. ldduluanu
e

uHuRAUln WHuRLEN
i

au

a2l

adw AduEuNT
alnszide

" duq
" Ny

wAN1I0ieYsEning
MIIAT TR UEIUY

(Investigating)

b | MItemuaNny | wmgnisalanuliasunia N3NBNTINY W38 uq
awiseuiasly dananuywd wavdma AATIN MY & :
Uszinanie nsgnURBAITLAS wnsalnan s wmsaifiegszming
sEMINUsEne Unandevomingdu JuLsifinasian1suIAAY NMTIATIEVIOUEIY
(Social unrest ansauwanIayilinis VERIGERR (Investigating)
incident) Ailiuauves dinau mMsUenefusewieta
navy. Lidulumu nsiipuaziinauguus
Wi vndu @eTin nsznu
nIngau
o | mwdemems | wmmsaivideatRameiivh Anudsyneaninlugd Buq
NENIN WiAnanudemesie AMudEEINT MY < :
(Physical damage | niwdauasaumeAni AMAEEIEAIN R saifiegszming
incident) MeAMYe dtinau dawanden (wugamgll MylATEdeuaIl

NAN.

Souniaidunninund
Aty fu sudesh
nMsvihaeningau
ANTAUNANWNIAN
MIgeevemIngau
ansauwme

(Investigating)

mIgnuasullamig
BN
v & a & o - -
¢ | laseadianugiu | szuuskasuInISugIY seuulwihdngavie U
UBITHUU dryadeve liawnse Tiusmshilel WAy & :
asauwmatizn | Wusmsldauung sruulaseTglianinse wanIaifiagsening
demeuisdi Tiusmsle

f

e
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MIVAVNIANL VDY
d1hu | Uszinnmanisal AesuemanITal Arag1amanIal AnAun1sluuasniu
Uszme nau.
vaeldanansaly FTUUAIUALGNVAI] MINATIVIdDUAI
nuldsuund WMuRaung (Investigating)
(Infrastructure sruuhvdaideasyudlyl
failure incident) awnsalvuinishiund

¢ | avmdomenn | magaudsannusiung MsuseEndu " g
nMsukidviendu | Uaonduvemingdu wimdnlidn B yinavy <
wiimaniviy MIAUNANTINTS nsnanIuYes wRnseifiogsEwing
(Radiation Anduaures dninau Fyarailwih adused MYIATIERDUAIY
disturbance NANY. IINNITUNTIENID Auiunsad (Investigating)
incident) aduwimdninih aallalpsidnyayrallwin

pAuANSoUg

o | Anudenienie | amnuiaunRvessuy muAaUnAvessniaus | B Buq
RAFGERIGRIE) ansauwme eedauasuas mavihnuiiaunfves B naviy e : A3
MMawmada goriwsfliAedoai Yousins Fufunsiladuly
(Technical failure | Anusilavasuywsuie nsldnuiuiniiie AULIATFIUAIIY
incident) AALaTEUULATENE ANARNIITRITEUL v | Useadeimiisay

nsEnUREAITUAS Tszuuldanunsa Avum (Non-

Uanafuaminddu Trusnisle Compliance

asaumavIoviivingg nsliinsiulseiuves Activity)

iuauvedinau fawisuazganiuas | ™ vinamy <

nan. Liidulua wamsaiflegseving

wWhune MAATIEVEOUAIU
(Investigating)

o | Jawrs wansaifiieades T¥avionusu " ynany & 115YNN
(Malware Audawisiazdmanszny AowiIAes Insdu Tasnislaiiauas
incident) fepusiunsasnsve UDVILin (Malicious Logic)

nindauasaunanien lanliszasdfniuuuy
Trnsantiuauves viemsdtlsruurian
dinau navs. Tiduly nszezlng (Remote
auU vy Execution Vulnerability)
WIUTUUIS
(Ransomware)

& | mayngnviSems | mmmisaifiAgadeatuns msdmntoyauitolond | ® wemy o : M3
laudsyuu UnINVIBlanfsEuY wae (Network Scanning %38 wengYngLite
(Technical attack dewansenuseraiuag Reconnaissance) ﬁ’li’;iﬁau‘,amﬁﬂs
incident) Uaonsuvramingdu nsyninsutedluives \iolawd

AU avilving FTUUANTAUWA (Reconnaissance)
AtuuYesiineu (Vulnerability B Ay € : Msyn
navy. Lidulun Exploitation) sntusgAugldau

Whvidne

ASNENENEUULAY
Lilasueugywlaenis
Brute Force Attack

(User Level
Intrusion)

= vy o : MSYN
snlusediugaiuay

i
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N3NNIV VDINY
f1fu | Ussiavmanisal A1e5UEmMANT Il fvgamgnisal anAunsleluasay
UszniA nnal.

" msyngvielaufiiie 58UV (Root Level
wimalumadifmie Intrusion)
wilvszuuviedoya " yany o 1 N13YN
asaunalnglildsy sniviililaianansn
auay I (Unauthorized Whlulgusnsle
Access or Modification (Denial of Service)
of System) " ynavy <
mavihszuuliawnse M salfiegsening
Tauldmuund viavi MTlATIERERUA
Tildansauinisle (Investigating)
(Denial of Service)

« | mslivfiEew | wmsaiAendeatuns msliminensvenany. | ® ey o : N3
ulsueuazde livjudnwuloveuasde | Antnguszeasd fufiumsiliduly
UuR nsld UJUR mslimiwernsia mIazdiaulgvislaziul | AINNIATEIUA
NINGINIHN Taguszasd uaznisavide UjRlumsinumany Uasnsteiiviisay
Tgusasd waz | vinddumelygves Sfupsaeadusing vua (Non-
mMsazlianingdu | niwdduasaumaves asauwma 989 d1inau Compliance
1l dinau nanw., nanv. Activity)

(Breach of rule mMsasdiaulovienaziiug | Mavy < :

incident) U URAMuUMIANATEN gnsalfiegsziing
ToyadILYAAD VB MyAATIZdRUAI
d11inau nanw. (Investigating)

nmshivjuRnudenivun
YDITLUUUIMITIANIG
anusiursaenste
ansauwmanglinnsgu
ISO/IEC 27001 7
HAertadunmsuims
Famsarusiunsasnste
YDA TAUVAVDY
d119nau nanw.
mslivjuanudeivun
YBITLUUUIMTIANTG
supnuiunsUaendt
GREGIN G ITGEAHEG ))
yaranelaunsgIu
ISO/IEC 27701 7
Aededlunisuims
FanseusiunsUaeniy
vpeloyadIuYARAYD
dtinanu nane.
msliufuRnuderimun
YDITLUUUIMITIANT
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NIIANNINNYVBLNY
dau | Ussiammanisel AasuEman1Tal Aapgramanisel AnAUmelgluanu
UsenA nnal.
wgmsaluALITuAg
Uaendsansaumauagie
anaulgwuas anels
UIn3g1U ISO/IEC 27035
Afeatastunsuivg
ANsuANITAIAUAIN
sfunsUasnfuansaune
wazseanalyiuaive
dinau nane.
nsasiindudnivng
Hoyeyr vedvdvsves
YanmAwIs
nsliniwgnsves
navy. Wlenauslew
YDINULBINTONGUAULDY
oo | MIAeTUTL vio | mnnisalreisutu wie nIreTUTY s " VUIANY o0 : N3
N1IYIA MINAAIN wazawa 1339luedAng fndumsiliiduly
(Compromise of | nsgnusaAMITuAS Aiiaiiseylily AINLIRTFIUAIY
functions Unoasdevamingdu Ussinangwaneanq Su | Uaeaduiiviteay
incident) asaumAvIaiinig oA AnuRassuAL fvua (Non-
Ffiunuvesdtingu wihiis1ens anuind Compliance
nave. Liiduluay \Renfuaugissa Activity
W anuRnsiodumiohil | = vanany < -
lun1syRsssu wgmsalfiegsening
msnsevhuieuaIn MlATIERABUEIY
naUsslenififiaasveuld | (nvestigating)
mengiedmIunuLes
vy
nsilunadmingvam
maduremunioves
foudulagyain
mslsunalusiumia
lneiiveu
oo | MIazilinAy wamsainisasdaay nsindudeyaszuy " A1y e : A3
funaasnsy fiunsaeadfetoya \A30ne dudumsitliuly
foyamsauma | msaumaiiintunielu nsvasuudasiuled AULIATFIUAY
(Compromise of | dinau nav. nsvaenuaIwie Social | Uaeadeiiviigsay
information Engineering \ion1s Amum (Non-
incident) vihdadeyaitvaned Compliance
yAAa Activity)
M3ANTdUNT Phishing | ™ visiavy
Tnensldninens R saifiegsEming
ATALVIAYDY NAVIY, T

Jov
fo-

ol
Fraop



-G~

NSIANIIANY VY
a1hu | JYsmiammanisal AsuemAN1al Areghaman1sal AnAunleluasay
Usenid nny.
Duthune vsediugy MTIATIEVEBUAIY
lunsadlunis (Investigating)
msvlugdeya Msvasy
wUaateya msasladids
Foyanlailésuoyyn
msalatuiindeyaiin
ioANUUITENMlUMS
Uuiindayalsigneea
ob | Mumeunsioyail | mmnsainmsimeunitoya naweunstoyaia i | ® vanamy o : A3
Duia dowde | Aduiic doudefodod | Hurnusie sudin Aufiuntsfilidduly
TFoides Watuifu dvinetu nan, NOVNNY LU AUNINTFIUAIIY
(Harmful WIeIvURgRIINIeNIS Uaonseiimizeny
contents nsEmAnRadeaiu Amum (Non-
incident) ADUNLADS Compliance
u mimuuwiﬁagaﬁﬁm Activity)
ngving deudedoides | ® wanamy < -
Tawdyana miwaw vie | wmmsaifiegswing
Aanssuneladninau NMTATIEVdRUEIU
NaN. (Investigating)
n msmwws’ﬁagaﬁ
\Aerdaatunisnemsie
om | Buq wiAsaiau Alaideud " Fuq
ngudrasiu Wummnsal
fuanuiursasndt
MAUNATIRTIANY
(Information Security
Event) LavdmanIEnusio
anusunsUaensiares
NINGAUATEUNANIDYN
Tnsaufiunuvesesing
Tddulumanthwng wie
MAAMANTRNTINY
AMUAU (Confidentiality)
WIBMIINYIAIINGNFDY
ASUNU (Integrity) %30
nssnwauwsouldy
(Availability)

wignisaleluil Lidalu wenisaifuanuduaaenfoansaumauastoanauloives
AuNsIAIIaMYvesisAnAmuslguaSIuAIARIINNEUSEMARNENSTNANIMITAIALTUAS
Uaenseloiuaiuviand (3ee dnvazduanaumisluues umsnsteadu fuile Ysadiu Usiuusu
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wazsviuduanaumndleluasunasszau we. beoe
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" ey o : wamM3aidiast uazmsHnglanvewniieaues (Training and Exercises)

" vy e : nMswenendndisszuunilidnda (Unsuccessful Activity Attempt)
" vnevy « : imnsaiilaundnldsunisiesiziudritldlbmgnisainidussananu

(Explained Anomaly)
o dayafeniiertasiuimgnisal vanetis unasdeya Log w3e File Log Mlddmiuns

nIvdeulaya Log
dadunaiuilunisnsasdoudon vuneds Adugadaunn uazsuuimensiiasey

To3a Log 31w UsuaniiamnnsaifisensIvaey
nsANduNs vets KanInTeaeudl Uni fe Linumnnisainfemsisdou vse
Un@ Ao WUmANISAINABINTIvaEY wneTanuIliung Insensieazidenvesdan

andumsieunluvgnisaiinsiany
O giuiavau vineds gadlunsnsinaeudeya Log

® /729819015 lULUUNDTY

e doyalog | , . = .
mANIIAIN s’y o | vedunmnuAnly 0 I
sTuvnu |, ingUaInu mMIaunts | d5uRavau
NDINTAVEDU - N1V Log a
man1sal
Firewall weneiagy | asaeululng | asasaeunis login Uni GHG
sWaru syslog fiiawatnves user | L1 liund
fafu @ ada lu MIAWIUNNT
FZYZIAT © U | oo
wield | ..
Windows | #533@8u EventiD 7] asvaaumIvien | L Und anve
Server Fault Log Level/Type VeIsTUUU{URY laiun@
voansve | Wy Error Windows lusgdu | nseiiuns ...
fRausnfives | Source System | System sy WU Error Log ID
YUY NaUsNA 1234 fi30q
Uk Hard disk st 161
Windows Tu ANTUNITURS
¥V System Incident wag
uAlalagnsias
yadsuula
gUU (Request
for Change)
et Event ID figessufiunisnsinaouualiinsznuiu CIA vesssuy
Windows Event ID EventlD 4670 | msavdeuniswdeu | M Uni AUYY
Server 4670 Level/Type wasdnising a7 | O Livna
Permissions | tdu Aatufu Event 1D A1SANIUNTT ...

on an object

4670

/ﬂ,

/,,V/



Procf

'@G{'

¥

¢ .Uaada LOg Yy a a
LARNTIEUN ey ?Jaaammwumu'l,u O Fliy 2
WUUIU Y NNYIVBINY A1IALUUNTT WIURAYBU
MNBDININVADU % N19A3EU Log
AN

were Information
changed Source

Security

o dyumsldnuniweinsdrdgvasszuy

s

NSNYINTEIALY

LUV % A1 Threshold | Agega | AnRde | Adge

VBNITUU

A5 UNBLNULAY

°® wyuwesullddmivsruuansaumaniatuayumstuiinaddnsldaundnensddglussuu
wiedeteyaludessuuidiszYaninens (System/Network monitoring) 51U Protocol
UINTFIU LU SNMP, WMI, syslog tTusu

®  ANMUNINBVDIVIVD

O F2UUNMU vuneis MeFegunsal sruuUfuRnis wieteldsunsufidesmsiiiseeansld

UNSNEINT

O WINYINTFIAYVITEUUIIU Muefs Nine1nsvessauli wielassadneveaniie

Uszanawa flatuayunisiaureswensug ssuuufoanns vIalUsunsuuseyns v
annsavihauldegraiunasndy segvemineins laun

B CPU Utilization

B Memory Utilization

®  Hard disk Utilization

B Traffic Utilization

B Concurrent Session

Database lock session
ASUdNasaiiuiuvswensdfguessruundiludesnsivasuiiisedeldmuaing

Y

Y7 NBASBY

©)

o O O

A1 Threshold vanefis Arfifvuaifuinusiiitotsdin mnflszuuldninennsiud
fandm sruuenanganslifuins viegadsmnusiunasnsvarsaumea

Agegn vanetls Agegaveminennsittuinlfanseurasnisthganm

Anady g ﬂ'maﬁUwaqw%’wenﬂiﬁﬂuﬁﬂlﬁmmawmﬂﬁﬂﬁqd%'nm
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® fqagNsldauLUUnesy
NINYINTAALY : : S 14
NN LI i A1 Threshold ANERER ALY AREA
Windows CPU Utilization go % o % bo % ®@o %
Server Memory Utilization | e/& % &o % o % @0 %
Hard disk Utilization | Drive C\ «o % | Drive C:\ &o % | Drive C:\ €& % | Drive C\ @o %
Drive D\ «& % | Drive D:\ o& % | Drive D:\ blo % | Drive D:\ bo %
Network CPU Utilization =& % && % @ % ol %
Switch Memory Utilization | @o % & % o % o& %
Traffic Utilization & % @ % mo % ®o %
Database Concurrent Session | ®,000 session BXOo session &oo session ®XRO session
Application | Query Timeout oo mile-sec @oo mile-sec | @o mile-sec ®o mile-sec
Database Lock ®00 session &o session e session ®& session
Session

v = ¢ ¢ vy a ¥ a a a wa
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° o A o X = o a . .
msa’hqm‘gﬁnmszwmiauﬂwaaqzyw/wmmaumsaquﬂumﬂn (Any Registration)
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nsAMMUARIE9vataunsal

NMANUIN &

° s = o & = o a 2 a
10eMIINIRTIsTUUNSEUAIYRRY IR/ Aunziounsesingauian (Any Registration)

wazsIwUaNUTNTETed MeIATaINgANLIANRIUBanneling Uszil beba

a9y 318N15 971U AFE9

o | \A3esneuimes Desktop wiinfdlfs © o.&

b | \30sfia Multifunction wawwes wae LED 9126 © o0.&
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