dorinunuazvaulunvasu (Terms of Reference : TOR)
nmsiamnuinsieinvuazdeuusuutleszuuudmsdanisgrudayanan
Va9 1ineIu navy. (Data Center)

®. NANMISUALIIANG

ddna navy. lnsddnuimsdeyanans laauiszuuuimsdanisgrudeyanaisves
dnau navv. (Data Center) Lﬁau%mﬁ’mmmazy)mwmsgwm’f@y)anmwaqﬁ’wﬁ’mwu navny.
Wisudu gndes Wudagdu aeandesiugudoyalssyvy dinmelounans asunsunases uag
iaa%’umsL?}aulmﬁwu%’agaﬁﬂszﬂaumi funsuimungsianisitlusuieag wasdniunasgrudmsu
Tassa$edoyanarsvasdrinau nave. dmiuliuinmstanienunelusasmizesuneen
drdfnau nave. wasdulununsgiusaznseussanAviadeyaiinasgivun Tanusasessu
nsifeulpafuiyddeyaninig (Government Data » Catalog) g maamsruguddoyain
‘uamamﬂﬁ (Open Government Data) Tusuiaals thy

fiatl dnineu nam. 1@iuuamwumqnan‘tﬂmmnamaaum lapiinisvngesnunssuus
Usgid beos T b lassmsidiiieiu feszuunanmsdeudeiugudoyansidousugi
szuunaamsuImsnssudssaalundandl (Bill Payment) WarlATINTYININITFIUTDLANA1Y D
dninau nany. audyy1druasil gocoode 83Ul ba nuATUS beor HuInTwTeEY
o610, 000.00 U (iladudauauimiiudaiunndssumda) Fwasiddyyrframnuinig
thysdnundanan Inddugadyngrand sufuielissuvannseldanldeddeios uasiinng
ysannmsmsdumiizssnvisasdeueundlyszuuegatsszuy wasivsedniam Sadninis
THugnasanunguine Fududesindunisdramnuimsiizsdnvuasdenusuudlysyuy
U'smiammimu‘uauaﬂmwaamumm nany. (Data Center) Tull beow lnuiissuzinaniigesnm
Fausituil @ unses edoe F1Tufl me SuNAL bdow

. nQUIZHA
Wodramnu3 msthysinymazg suusuA lyssuuuImsdantsyndayananwasdiinau nany.
(Data Center) Waunsamevauasnsldoldeduseiilos liiiansvgauein uasiiuszansamly
msufjURau

o. aruauAgdudeiaus
fiutoiauefesdinuaninuguidmun unseswdyginisdntedadauarnisuimeian
MRS WA beoo masRILNUfTRMumildernsnssumsitadetgmnsdatedaduazmsuims
Wannag nauliy@nan sufiwuulunmemn o

&. YBULUANTIIALUIY
Aiudnsvsdosngainwszuvuimsdanmisgiudeyanarsvesdninau nave. (Data Center)
TnefifouludermunuazseasiBeanssiiuau fselud
<o Aoy
€o.0 AONNNABT MUefie Hardware & Software YBesEUVESAUMAE WM UNMSUSINS
Yoyanawesdrinnu navw. AFesquathyadnwmmeuwae (TOR) i
colo MsU3e¥ne s mstigsinwii etaaiu (Preventive Maintenance : PM)
msthssinwiitedeuussudly (Corrective Maintenance : CM) uazduq anui

AMVUAlUTBURIAUB4IY (TOR) 1 e
HoAW:

s
Freo "f _ ul w?vm%



&l
&.n
&€&

@6

&

o~

<o Msthgeinuiiiatasiy (Preventive Maintenance : PM) vanefis miguatigsdnu
ABUNILIBSANTBUTEUEIANUAR
co.c Mig¥nsdenuruuilydadndes (Corrective Maintenance : CM) nuneiia
msthgeinm msliuinis geuuey Ysuuge uiledetndemwasssuunaufinmes
wavsruvansaumevasdnmy navy. aenndastuaiudenisiiudy
viaiAsuudasiy il Tngliinssnulasiadrevessyuudn uavaunsoldauld
st rallauaziusedvinm samﬁemw%ﬂ@a Software tiaVUszAn3nmues
ABNRIMBY M3 Upgrade Software Version kagdue it
Co.€¢ HIUTIN nedl waummauawlmumiﬂmaanu,awmeammmmumunmu
nava. aauudyaiidmunideuiosuda
oo HIN mneds drdnau nave,
Co. ANLNTIUNTNTIVFUNAR MUNefa AMENTTUNSAATNOIN nanv. usewalvivh
wihfinseseunuieiipdnwadel
szuvfideaiigein smufiuuulunannn o
anuiisessuuludiunans s daineu naws. (@inaulung)
rSudndesddnlidelianuianudunguasiifefuinseasutigsdnuneuiines
pdafanifiouas o ASe lunsdirenfinmasdadadldnislildnuund U996 09
famsgenusauilaliegluanwlinisldfsaiu Tnsdeasudanisvenneundloniely
sggra1mud wuvlumauuin & ﬂ’mﬁ’j\aLm'na'wﬁ"lﬁ%’uLL%’ammg’dm”ww%faagﬁlﬁ%U
voumnensluswdlddidnnseiing (e-mail) vienalnsdnd uazfSudeedosdouumy
uiily iewdsudsisuduliiataseusesnslusvesnamuiivuilunenun e Suus
nafilésuuds
H3UA19 ALVl Help Desk %ﬁmmm’lﬁu‘%mﬁfaamﬁanﬂ‘é’j’mumamﬁmmaﬁmmc}iﬁw
Wiofase Uszanuau udsliym waz/viefoweanutiewmislanaoniuriin1svedi
Y9I oG.a0 U. — @b.mo U.
ﬂ’l‘sﬁﬁﬁﬂw%ﬁsﬂadﬁu (Preventive Maintenance : PM)
oo  Hiudnezsodinrhunumsh PM Taoudsimuaiu nan anuil wisusiede
Prauazvderdmihittesdvhmstigsne Whmsudmilidesnd
& Juvhns vesseusresIaINsUNsnwIusasnn
ol fouausTEasdunuaan1svin PM lneusnmiusens Hardware ustasoila feil
() FoTrwmsgunsaiiivh PM
(b) muduaznaildlumsvi PM
(o) T3N3/ SunouTDINY
(@ FFMIMAFEUNMIINNUTITEUY 1 waaevih PM Seuiesudn
oo fea1gednvnasysuuse System Software waz/438 Software 1l
Buituglunswannszuunupeufiunesdiuats (Update v3e Release
Version) 1ag@ 8457U3 115 1SSU (In Service Software Upgrade) w5 a1 umn
Sub scription udusnsel
coc lumsthgsdnwmuusumsuigsdnuusasass Wi ddugvdoudsed
drinnuresdindne ssfesiiaseussanunuiudmiivesfinialunisidl



-en-

Winsthgednw leedeadiliduanssnuniafuguassansnisuuiau
PIUUNFYRIMUIBNY a1 AUty

€n.&  HTUTeRBInTINdauLas/IaUsuusUsEansnm (Performance Tuning) 84
AOUNIADS ﬁgﬂuﬁnummazmﬂmaaﬁﬂ%ﬂaméﬂumiﬁww uazAIWITUAY
UaenAvessvuuiuLagsruugiudeya nedesldsumiudiureusiuiu
3ErI ddnau navy. uazgiuing

oo  fudndedidmuinuninsldnussuulilivssdniamgegn lnedecdaviegile
wonans Sredeluzuuuulnddiinvseiing Swavlitiesnih o g nsdiidiliing
fienasgiledmiugldnuias

oo Fiuiadiamihvisuiuipglensquanazuimsdnnmsdmiudauassuy
wazgfonislinudmiuildrumneadeiifineudle Uiuusaasuuudernsing
eeszuy wieuduadinnsnssunsnsrasuvadmiiiguinveuguastuy
vasddnimaluladasaumansvuardwevgiielugluuulnddidnvsednd
Pulidesnii o yn

o fSuheomsisseunsinuesmsuiugudeyaliavedusunsunoud
laiamﬂmﬂ,umiamauwamasLLmnwaasvwﬂmvwﬂgumms Microsoft
Windows Tiduiestuanan

o GFuheedhiasfiannddumsdayanfifotosiumaiigesnmadsil

<o mithssinudenusuuily (Corrective Maintenance)

oo HIUTRaUuRmudannasssaunisliuinis (Service Level Agreement : SLA)
U1395nw douny uAlvuasyfudseszuuneufinged lnsiutuinan
FausfFudldsy uderngindne Teedwihitilesuseumneainginin 1dun
AgnIIIMIRTsuan niedminifsuAnvoulunisquansuianes
H1Un19ln ANy e-mail address %5 on1u Messaging App/Chat App %1
Line, Facebook (Judu Inefiedndudunis veanmsudavmindas aunsotan
AnstesnamsfnasTssnmmusEiUMsIiUING (SLA) ififeandunnud
wuulumanwan ¢

gl nsdififiudeliansadenuemazuilvaudigaunnsedinduanldauls
auundntgluszeziiatmuiinue f Sudreszdeaines samiegunsal
Fedlnuantffisumindofniundeddildnumaunildtuiiauninmsgenue
uwilvaguduaseanysel lnsarwnsaldauldmuund Ingbifnaldarglag
ndinnu nany,

&.eh.an ;E'%’Ua’fw’faﬁﬁ’u‘%msaﬂﬁy’q Bug-fix (Patch) w3el#u3n1s Upgrade Version %84
UL paUsenievedwewaninet (nu Patch fiflog u Yaqi) Fedes
Linsgnudemsvinauvesszuus nesiu uas maﬂmummmu%aummu

gvineddnau nany. uasdiudnaudn
<& Q’%’Uﬁﬂﬁb@aqmmumiwmswmua;ﬂmim;a%’nmafluﬁmm N0aE @ LHBY

ARDATELLLIANTTIN WaenAdasiundnmsaudmns sudmsuRaunssuvansauma

adhaiunsUaendy suigindreimun dawsuliauenssunisameiuian luguuuy

ienansuarlndBiinnsetind Snnuliffesndr o gn Tnedesideyaoenationdsll -
ece TwnEFnMsi1zEnm (Preventive Maintenance : PM) peatdeediedl  wil

f’ﬁw(f by S



€.6.6.6
€.8.60.B
&.G.6.6n
€.6.6.&

-@-

Name ‘Ua\‘iqﬂﬂifﬁ Serial number w3au IP Address (81l)
518A15 Software

Funanfidvh PM

HANINAABUMAIW PM niaumuiiuausuusiioUssansam
myvuiinvesssuunsuiames @i

exlo  TenuasumUTulsunlutadates (Corective Maintenance : CM) agntlaenil

€.3.9.6
gclolo
&.&.o.om
...
cclo.&
gclob

Narme ¥83gunsal Serial number w383 IP Address (§131) Adatlym
sremstlyyiiisaiu Software
Funafilduudlgvmmdentouasnearinsdn viie e-mal address
Funafiduiunsudledgmudauate wiondedudstigmiuses
smseslve Sudau gunsaifivesusunIaasunauny ()
YoRnduausiusiioUsyavs nmmshnuiisveszuurouiowmes (i)

€&.m ENUNMNTINNTUITThwReuiunes

@.03.0.6)

&.c.mle

&.@.6n.6n

@..0.E

&.cmn&

&€.a.nb

&..mn.e)

E.0.M.03

&.c.ne

E.6.0N.00

Yaya Security Patch fisfussardlussuy Tnsssyseanden
WanaadasiunianuIn e

Yoyananismsreany uariirsieiideya Log Auanuiiuaniasnds
ansaune laeseyneasidunlvidenndeatunianuin m
Toyaasunsldrunineinsdrfyuesssuu lnvssyeasiden
IiaonndaeiunARLIN o Wag] U9 89Ul UAU BIND DS
vinennslustnam wieuuushuanaMsimyadmiumsvene
yiwensnbidieame Welsissuuansoliouldognaiiussaviam
Yoyasredoverduridldunisindaiminluszuuujoinng
lngszyieasBenliaenadoiun1AuIn
?Taagams%’ml,%’qﬂamx,l,azLz,mmaLLfﬂmﬁLﬁmsﬁaaﬁ’uszwﬁgﬁMm
lngszysvaiBenlvidanndosiunianuIn e
1yan1saIUNaNISANIUNITHATNITIATIER S IBN13NsIRUI NS
Ty indutuszuu Tugtuuu PM uay MA TasguiuudFudradug
Mg

Joyavdedeiausuurdu q Wudunfuauazdindaiuintiamg
Pudusaznilulsslendionsinuwesszuu ((d)

lonans vieudngruuvuiiaAuiigndnisevinamsduiunisanely
YOULYRYBITEUNMTUITIINW
unudauannsins e doudesruuiuiniesrauiames gunsal
ssuuieietny uasldauiiieades lunsaififinisusuusaudle (i)
enuRaNIITIdeuNvhuredusknTILeuR U ILATDS
Aowfme fuldefifimstaselusunsuvindy

ex  Hiuhwieddan Usmnnianvieasiaeiindsmelulsave idssiidunumuweuiumes
il Wiesniniesas vo vasrwanfildlunudiaiy @) lnedesavhusunsldvag
AsnamauUiivuauuneveulsveswil suiuulumanun & ddvigindnelu

P/‘wj

vo Jutiudanniuasuniludyan A@R’
, A

MTFRGH
1



& MUUALIATHINDUNED
BSUANTUNUAWATUN o UNTIPL bdox DVTUN e SUIAL bbb 51 ob LAY

. NANNAUN LUNITRIITUAALEDNTBLEUD
dINU nave. RsUEAEantaaualngldnugsIAN

o, WRUIUUIZUU
JUTTNUTAY 0,c00,000.- UM (MENEULUAKIUUMEI) TesunByariiuuazaildine
Waael3dneud TnaidndreansUssnasioing Usesnl beos wiealdTglunsinnisuey
UIIIB9ANT UTBAMAIIUNUSANT awuﬂmmwamanma il a“aammnwu‘tuammﬂmﬂmama
ulszInuseeUsEint beos lmumiwamzmauumm namj LLavmamﬂu'mem;mu

<

€. NNUUATNITINBRY
A9 99rd1eA1d TS nwereuRuae SIS uTalunn 991 ol w0 MIRazY 9 Ay
o sudnslidsnonuagunanisthyeinuaesuiunesauds «.c unm 4 as o Weu nlu
oo Twhnsvasfoudnly uavanenIsuNIRTIAsuRanlanTIvaeuiusatasUitugnAeaseuiey
wi lunsdadrausasidoudumwadouuazliasiuidunnideuls hlamvuraznalusulily
1PAYINY

«. dns1Au
) lunsditfFudslidandeuusuudlomelunaiimun vishiannsaduiunsdeuues

uilavdalianunsadamgunsallmififinuaudiviadieutuviedninndslildauldnelunai
fvualinude ec.e (o) fiuidusalidnmusudusetdalue (avuesdrluditudy o @iy
Hilug) ludnsfevar o.e vesiaiigsinmsens Tuannnafiesuimunsufnaigiuinds
Bumstenusuudly viesufwaiiffuiduiunsdouueudloudiaiaudusngd

(o) Tunsaififzuialivaldnenfiunesildfunmudsmenude eo.e (@ Fowduseilian
AsudusieTuludniiesas o.e vasmdnmudygn

(@) wngFudrldidninisirzedneiiatiaadiu (Preventive Maintenance : PM) As58y
svaznamivuadesdusaulindusulusnidosar o.e vesmdreudyy wanilesannishi
vﬁwﬁwqq%’ﬂmﬁﬂﬂmmmmwa‘luiamzaznmﬁmlﬂlﬁ dodunisnseviiedyyn d913799edn
ArdaifesTrelunniuamiudin sasrdemesuinanmsldvinistigednwidu (@)
wanInAUufenaIBnme

@0. NMIUINTITUAZNITTUYTENUNBI
®o.® MIUINTT

(@) F3udmnan msvigsshwinasgdanusunilaasuiimesisudianmsunsesnm
iiotaatumnudigaidemerasnoufianes (Preventive Maintenance) naonssazinatAnuey
wazdoniinnsdouusuuilunasiud sud it s1duynusenis (Corrective Maintenance) 1 al¥
rauiimesagluanmldnulifnuunilaglidaaildinelas Wi

(o) H3UTNABITAIVY R T AN AT YUasR T oANINTIvEEUUITIT N
AowRIADS (Preventive Maintenance) atnatoeiiauar o ads lunsdnaufamasdadaddnslls
auUndEFuiezaesdanisdennenuilyiiegluaniwlymslaffadu (Corrective Maintenance)/[?%
Tnedoasudansdonusuuilunmeluszosnariidvuandonnasssdunsliuing (Service Levél & V
Agreement : SLA) tusausnafildsuntsnngheeddldsusoumnennd i Tnsneud sl Wi

)

Pracf FuTanSagMlasutoumINeING SUTINTIUN199T nalnsans wienlusvddBidnnselingd fg‘v?w

v



fpi‘ddf

5y

@ W hd H

(e-mail) wiamalnsdwt L 3sledsnilslifedunsudnareunds uasiuinsrdesonuauudly
viawdsudafisndultiasadsuiesnelussesnanfidmuamudennassediunistduinis (Service
Level Agreement : SLA) fuisinaiiléifuudsanginiadanan
() vnggFuslddniiumsdngs girdradidvidneyaranitsuenviinisdouusuuiley
Tnegfsuianedesaandlddislunisdtyananisuendouueuudlownudindwisdunmsdieuinng
ﬁwqaé“ﬂmLgaw'amu,ﬁd:uLgrﬂsvﬂauﬁal,ma%mwuﬁmumwﬁy lisufiani9iuE sunUasdnvuzianie
gaanouiines I eduUsznouli RasuR uiunovs o dygi dnadefuuaraudomeves
poNfmesTuAnIARanIdeviaIAnaInANLRnYBILI1dns
(© nsaifgFuie duny 9e viegninwwasdiuine adavieussmiduide vielil
anmirnuge nsvimsssaiunisnszvile q Wumeireuiunesvesdiiademeniol
ogfluanmiildauleflaglionnudleld gFuiheazdosiamasuiumesifauniw Uszdnsam
wazgauaunsotunsifaulishnimesfuvaliunu vievaldsmeeufinmeslunsdifldenadam
naunule ’Lﬁ’LLdQﬁfﬁNmeflunmﬁﬁwm
@o.lo NMIFUUsEAUNAIY
(o) fFuiwmnaningnvuasdenusilureniimesasdyaniliogluanmldemide
e Wnelviiinanreufiwestademummnasimsdmnniandades bifudouss < 49l viefetas ¢
vowaif i munvesreuiauseiveiouiu @luwhalnetu & Taluwio o 1) wdausisialoey
i Sesdudfuitewenligindvaadwiudunedludusnsd ey o ome% vair1dg
mudeyan Tuthsnaniliannselfrauiiomesidludniitunsvuanadadostn
(o) nasimsFnnnaatemsmeninmnesnude oo (o) Widuludi
(o.0) nsdifinouRnnasiindademiontunaenie Wiunandadewesviaedil
shannigaiis e
(elo) nsdinrudsmeduduideunanarudatesvosreufinmesunnsieiu van
fldlumssnuruiussvihfunardadoseseeuimeimiedugade
deFadiensing q sufiwuulunianuan o

o0. MIUJUAMUNYMINENNEITS

A SuTneesnniiunislviaenrdeswnunsesdyganse sdyginisihwaudua

o o v

Uasadlaiues wa. beve sufinguuiediduiss Usenie viosadeuinneides Ussanauuimi

)
Qs Qs

fdRnumsshvianutiuanlasadislowes ulsuiswaziwiuualunissnweanuiuailasnde
AuEsaUIAYEIEIINIIY NaVY. WnaseunsanIadnumseazidaanis download Twiules

dinau navv. (www.nbtc.go.th)

olo. Wouludug

ob.e HEutaiausilaiumsAndend saauer1dnuisdnwndmiunmsuinmseasaszesial
slunusuvaunvesnull nelriuunardradusldsieusedn (Fixed Cost) Faluifuus
AUTTELIAUI NS (011) warAnld TeduslseuseLIaIusns (Variable Cost) wag 1y
Juunsrtusediou
ol £ o0 w & & P o Y &, v %
ob.lo tausslevddninnuy viadulumussleungrineninertas WuweWssserainsdng
Ungadnebiidulumuszeznadndunusuveunvasuil dninnu nany. azUsuan
seeznawnbiuuawnumluTSawareMuvingay et odnsadaus nMsd R es

Y

Mauelilute ob.e Wudnsiuasrduinmsawusseznandanisnnasvsly WA

Rbg »»m§



-

olo.on U9 038 118 0mNans T an 7 nd aludsemalnowd outunisdsueunu i olv
ARYNTIUNINTRTUWAR AvIadeumy (Ehd)

olb.a fudaiauaiildiumsfndentedesiaiusumasiiunmliusganudidanuveun
yasunelusgszaiimvunnudan Wneuanseasdenunsiiiumswazsesasves
anudisavesrusazfouddinnenssunisasaiuian melu oe Yuiufinoniuasy
Tudouan Werhfuwasineumnuinmilunanissdunu el wumsedunugang 1
dtinau nave. Sedudumilnosdyg

\‘\M@f \

5 bt



AMWRUIN @
YN vl v
@mﬁuummaagau‘umaua
n36in153n319M3 LY AStaniianzas
(198uRY @oo,000 U MIULY)

®. JAuanTenungnInY

o. hiluyaraduazane

o hiegszwiadnianis

<. 1ﬂLi‘Juqﬂﬂae‘§aagjswdwgnszé’umﬁﬁ'w?faLauaw%v‘hé’mﬁgﬁwmmmmaa%’g‘ﬁ%amn
dosnndugilidinunusinisussdiunamsuiRaureussneumnussadouiisgununiins
nsnsunsAdaimusmsiivssmameunslussuuTetsasaumevainsulyfnans

e lhduyreadegnasydeliludqisedodfanunasldudaoud el fudisnuraes
mhsnuvesislussuuieleteasaumavasnsudyinans esndsdfyanaiffiauduiudiy
AINNNT NTTUNSTHIANTT FUTINT fiisnunalumsdndunuluiemsvesiifyaeatiudne

o. fnnafuarhifdnvardosiumuiiaugnssumalsnsnsdadedniruasmsuims
Wan n1esgimualusvRIINiUNm

o, Wuypnassunvdeliyanadiiondniudinauideaded

= laiL“ﬂucgmzﬁ’xmsé”ut,ﬁumsﬁmmwmiLLﬁﬂ%’uaejmﬁuﬁﬁﬂumiﬁu%’aLauaﬂ%”’aif

= lidudldSuendns viemnuduiu Feenmufiaslaisoniumalny uusiguiavesdu
Fowuo WilhdsFaazendvuarauduiuguindy

so. i utoiauadasamaioufl idayagnd sssudauluszuudnd edninaniaigde
Sidnmsedlnd (Electronic Government Procurement: e - GP) waansudglinand

oo fiutaimuefasdiyamarivesiions fail

() nacdhuifiyanaiidndadunungrunglne/ngvanesaUssina eldaansfouwiu
ni1 e U desdlyarignsvesians MnuaRessriAunIngavsindeniaugviiiusnglusuuany
guznsuiiinmsnsaiused fasfeuaniidunin o Jgavhedeuiufudoaue
(©) ﬂstﬁé’?ju%LauaL@uﬁaqﬂﬂaﬁéx’jﬁumuﬂgwmalwa/ﬂaummhwmm‘ Fadslaidinng

swuILLARIgIuEN IR UN IR IRaN A FesliyuaanadeuiliSondrseyaduud
o Yuiidudaiauslivfosnin e,000,000 UM

et

WO -
A (en) NFE...

;7;&00[{ Hwé »m§



,@aw(f

o

() nsalfifd utetaualifiyarqnivesfianisvienuaansifoy viedusldifivane
fiudeiausmmnsaveniiedesusonafuduidonisnamsmelulsema wieusiniununeussnitunu
vénnndRlFFuoygelivsznouAsmsiuuiiensmdleduarUssneugsiaruseiumassmenes
sumsuiaUszmAlng munefouitmdunuiiumisssmalneudsioulineu viaduauiden
sl eI Snun S eusSvundnvindildfueygnaliuszneufismsiuyuiens
wmi%éuaamizﬂauq‘5ﬁaﬂgwmzﬁummhzmﬂmm'ﬁmmsﬂmwamszmmfu museTeUs TR U
sumsnansvasUsanaiuud wisdlinsu lnefinsannnseadurvenaivdudefidinnulmgy
$uses viefidninnumeniuses (edldfuneusnenndinamilug) Seeenliunfiudewaus Tule
Fubutoausliiiu <o Ju Tnedsdvenitusmenaiududoliesnin ¢&oooo vm Anlu e Tu
< Mayarlasimvionemsiisuaueluusazady Vil dwiusuesmelutssmanideiusenai
Fudelidulunuuuuiidmue

(«) ﬂsai'sg’?fuﬂﬁmauaL'ﬂuqﬂﬂaﬁiiumﬁaa”zgm'xﬁlwa/uﬂﬂaﬁssumﬁﬁlé’ﬁaﬁmmﬁlwa
srdowanamisdesuseniydiulin Tnedod3udinaunisludgydsuimsiduyanilideeniy
«&o,000 UM Anlu o lu @ *uao;gaﬂ'N‘UUizmm%ﬂﬂiamw%‘aswmaﬁﬁu%maudmwfam%ﬁq
uazyndudaugnmsindedadraioduglétumsdniden axdouanamisdofusosydTudnisl
yjaﬁ'\éﬁ’qna’nﬁﬂﬂ%gwﬁﬂu’i’uaamﬂué’mw Wil wilsAefusesdyFiuhndssuianseentiunydu
Foraue tuliviuliudeauevieTuasnaludygn iy «o fu

(@) nsdhfudfyanaiidndemnungmnersssmalazyanasssumidldfedaywilne
mut (o) (o) (@) yarazdoudulunusanuanidsuiunsaansemafisuimsuisssmelng
Amualugeseninstuimsuns Useniauazienaisiigrulussuudad edndaniadsdae
Binwseiing (e-GP) wiaimladoiligriu wisiuluteiaue

Anautilute (o) - (@ 1 snfunsdiifdudouafumisnuvessy wiodayanad
%’mgw'ﬁumuﬂgvxmalwe’v’iaQ’swiwm‘sﬁuw“5%msmuwsziwﬂ’mm‘”ﬁﬁuazma WA ocea Wasiudly
Wy

ol fiudaiaueiisutoauslugiuuures Hamssiud’ desdinneauRce

Ramssamdniidutoiaus firsudmnietsdesdauaniasufumutevliimmun
Bluenansidgyru Guwlunsdiianmssumdiitennassewingidihsmddmunlifidrsudsele
seviadugidrsiudman Ramsadtuannsoldnanuesdriudmdnsoder Wunanuues
Aamssmdituteiaus

nsdifidennasszninedidrsmdrdmualifidrsndnelesondadufidrsmdmen
fonnasiananagdossimsimundadiumii uasanuiuiisveulutiinanu dwes viayamay
Feyeyn mnﬂdwc@%’ﬁwﬁﬂma%‘luvmsw

viall Aamsdand vanefls “Aamsiiidonnassenindidrudndumednualdnusinee
sufiunsswdudumemsiniammlsszninuignduuiem vsemduinsiududiyana vine
Vualifyaraduiaudlifyana maiumwmwLLau/mamwumuumUﬂﬂanwﬂﬂaﬁssum

Q
dvd

mvmﬂawﬂ%ummﬂa evugwansiny uwﬂﬂaau V3olRUARENRITUINUNYNNNEYBIR U TENA
Imwamﬂaauumaﬂ’mum'i,mavmmmwaﬂnlﬂ »

/ﬁ% A



-®0O-

LUUVLIASUSDIRUAULYD

589 SUTRTNRUEUTe

AW (@offUsznaums DRYAAG/YARGSTINA). ... aIUTEIem
Qe 18en5/auUsE ST IUTTVIVUAUT. oo swdudaiaueluam.......
GRICERT) W, FamumdninassinasIBnsdndeniSuussnoun s
@olA59NT). fvualigiudvedsnauenideiusonsiuduie/asddudeiauaty

wihegnuvesigileulmsiudaiauensdigiudaauslifiyasanivesivnsienuaanzifou
vieilusliiiivane Naviirdudeiaues diudelauedowentiuduiiennsuins lnededhiuduie
o lu & vesyad wiszsnavedlasInsnsesensiBudaiausty WasASY. .

YoUTZNBUNT UAYAAR/YARBSTTUA oo FAANUUTLAIAATUIAT v
R IVato ) N fusensiuduiaitoUsznaumsiansaneme Ty

................. (@ BFUIANT ). VBT UTBIT Ve T B USENBUNTST TR U ARG/

YAAATTTUA) o Trafumunyudeuluradulidsndn. o UM

R Frudududnus........ ) warBuRIAIRUAUTDA ST UM

YauanIANutuDe

................ (CTIER V1) B,
................ (WOSUIPNT).cooeee

Yo
(URVRATAYR
1

Pm&f



-GG~

LUUVTESUSauduliadidnnsating

{idundeins/iavusedifiis
@olAsanTs)....n...
@olA59n19)...
AUMUIBUTDNSS
viailusilaiiieane
Aude o lu « vouya i
Fofusznaums i
Fo5u1A19).c.o

ARG/ UAAATIIUAN.

** L anansavuldniuilaessuudidnnseting **

ﬂ?ﬁ’” N ‘YX\?&NS

"-Q‘"‘ng
;%&dﬂ&( \{\WL‘—\'\



-elo-

MANUIAN o
MIANUARTIAEI9UBY
nsiemnuinsieineuazdeuusuudlyszuuuimsdanisgudeyanans
Y9811 U nanv. (Data Center)

518015 Software

o. MIPmuuInsUgsihwssuuasaumadmiunisuimsdeyanasves
Frinew navy. wazszuunaamsieudefugudeyansiousiugd ssuu
nannsuimsnisiutiszanuluudanil (Bill Payment))

e.0 | spuvasaumed mivuImstoyanans

0.0.0 FEUUNANNSWONABUTLTDYD ®
neileusnugs
®.0.8 STUUNANAITUTIMINMTTUTsEaly ® ®

Wil il Payment)

. lassnsysannisgiudayanatsvasdrineu naw.
b.e | FTUUYTIIMSEIUToYanans ® ®

vo3dwinau navnv. (Data Center)

b.0.0 STUUM BRI UTTEEUIIN ® ®
SUIANSWUY Direct Link

b.e.b FFUUMIIUINIELdoYARIVIIEY ® ®
Meusn

b.0.o0 MBI UTBYANEUENTUINS ® ®

HU Web Service isliudmsummizenu
aeludu NBTC-DC

b.o. stuvlumsdauseszuunsdu ms ® ®
ey uaxien (ERP) tilomsliuinsdayandn
Ewil

b.6.¢ sruuluns@aunassuunNIsEY Mg ® ®
Uay§ wawian (ERP) iiemsliuinisdayavan
SUIANTHAZENTN

b.e.o Meusafiuguteyanigluves ® ®
dinau nane.

b.e.0 S¥UUTYTTeYA (Agency Data ® ®
Catalog)

/ﬁ?”' Wil
\_% L’ég 5 V\g

/2:):“00[{



;9#000[

-G~

EMIARNNIMBsHazaUNTalUTENBUYEY
nsdramsuInstsinwuazdeuuesudlyszuuuinsdanisgudeyanans
voed11ineu navv. (Data Center)

'
=

Y

5981159Un5al

IUIU

uaLLdun

518015 Software

o. MsmIUIMainustuuasaumadmivnsuimsdeyanatsvasditineu navy. wasszuunans

1 (9 ] e @ o & .
nmsweuseiugmudeyanailouiugd ssuunatnisuimsmssudrseauluudewi (8ill Payment))

0.0 | STUUAITAUMAGMIUUIMNTTaYanans ® Application NBTC DC
https.//data.nbtc.go.th/nbtcde/Center/
©.60.0 wuuﬂawmw‘fiam\'aﬁugm%’aga ® Application NBTC DC
nzidousegs hripa/leataniic goth/nbtcar/Cantey
®.6. FEUUNANMIUIMINITIUEITE ® Application NBTC DC
auluudanil (Bill Payment) Ditpsddata obic goth/nbiedeentr/
e. lassnsysaunnmsgrudayanarsvasdrineu nany.
b.o | SEUVYININITIIUTBYANAN ® Application NBTC DC
199dINU navv. (Data Center) Pitps//datanblego I/
b.0.0 SPUUNMSHoNAENITUTsTEUaN ® Application NBTC DC
5UIAISWUY Direct Link fitps//datanbicgodn/
b.e.b srUUMIIHUINSIUTeyaun ® Application NBTC DC
MUEUNIBUDN https://data.nbtc.goth/
©.e.m msﬁamﬁagwu%’agamauaﬂﬁ ® Application NBTC DC
THUSM3EIU Web Service tialiiu3ns https://data.nbtc.go.th/
wAvigauneluliu NBTC-DC
b.o.« sruulunsideusesyuunsiiu ® Application NBTC DC
3R wavwan (ERP) titamsliuinsg hitps//data.note goth/
Foyandnidwil
b.o.¢ srutlumsideuseszuunmsiu ® Application NBTC DC
3ty wagian (ERP) tlemslyiuinTs hitps://data.nbtc.go.th/
UBYAVANSUIANTWATEIN
©.e.5 msa%awiaﬁuywﬁmgamdumm ® Application NBTC DC
dinau navy. hitps.//data.nbtc.go.th/
o.e.0 szuuﬁm%‘ﬁm&a (Agency Data ® Application NBTC Data Catalog
Catalog) hitps//datacatalog.nbic.go.th/
A ‘\‘\f‘m\‘&
\(:U\Z%wg




iﬁ f‘Oﬁf

-G E-

AANUIN o,
aguuinsduausiunsUasadumsaumalunisusms
nsdemnuinsiieinwuasderusuuiluszuuuimsdanmsgiudeyanans
Y93d1%ineU nane. (Data Center)

Usyaau

AMDSUNELANLLAY

o uwyuvasuilddmivsruvansaumanidudiunstgednuluveusnveswoniuag (Software)

58UUU{URAMS (Operating System) Tusunsuuseend (Application) w3a1isuua3 (Firmware)
windu

il “srwaniBun Security patch” anunsaszyvaneian Patch viadeillédneds Patch wWu
CVE-boem-eoals 138 MSoslb-obo tJusiu
FiudeannsadiiuduseaziBesviomdoiietusslomisediinnun faunsasuiumsld
AUAIILMINZEY

. WANIATINEBV UaTiasevideya Log Aunutuasasaduasaume

ATDSUTELNULAY

wuuesuBlddmiussuuasaumaTatuayunsufindoya Log iy Joya Log 189
seuudfuimsieiedtiuims(Serven), doya Log vesgunsaiie3atny wie oya Log ves
lsunsu Database tUusiu
ANUVIEVBINITD
O spuvam mnelis wtegunsel stuuuFiRnms viedelusunsuiidesnmsienesideya
Log
O wamsaliidesmsiadey vnefis sl uanuiuacaendeiifeinisnsivaey
fegravnmIniidomsnasuiifedeluil
" MIwengenguIias Y
"yl ddldnivuneny, stiunslda
@ Uy 3 “?J/‘ @
®  weneuuAlysl configuration UBI5TUY ez @Eﬁ\
* Aldnuszuu Logon Tutsnanitliivanga \;ﬁ%mﬁ
" msvhauiiRausnfivesszu (System Fault Log)



JD :“ﬂﬂf

FFudaansadiudumgns
sudanniamgnschiadeduiolud fesdimsmenunioudanslud

cert@nbtc.go.th sdwssanugiiisteaiieliiunsudavamssiioradusisanaumalaiwes
AUAANLINTNEUSEMARMIENTIIMINMS A ssiuasaendtlsiuesuiend Bos dnuvaiese

NeRURTITUYER

]

L= %d

UNFRDINTIADUIN

wamsnlfeRURsTINNd

-e&-

wruAul wauRuien

5
o

wdnle weuusslomivasdidnaus

AnAnumelaues inasnistesiu ulle Usuidlu Usuusw waeseiudvanamumslaiuesusiagssiiu
WA b&oe MAT1AWBLUD

(Social unrest

arsaumAvsayn g

(Natural disaster | Wlildifinanuyue uae W VNavy
incident) HANTEVIURDAYINIILAY au LR L
v v s e FIMINMTNATIEA
Uaonnguamsngau 4 Y a4 .
Y AduN ARUFUNT GG
asauAvsevinlinig - o
. - Qaninseide (investigating)
fiiunuves dinau
namy. Tiduluan
Wi
nmsfenuey | wemsalasldasunig NInansiY v3e B
awseuiesly Frunnuyed uardawe AAIIN% vy o
Uszinave T . WRNININ NIV winsalfeg
1 “ v ix JuLsinafanTs SEWINMTIATIEH
TENTNY T8N Uananuvumanedy L e aa
VY wiadetin aauad

nsuEneAusTNINNeT)

{Investigating)

incident) AMUUNUTDE E1UNY msdlawasiany
s ey
nany. Lidulum Juus v HJedin
Wi nsEnunIweau
Anudemenn | mamsaivsegtRivgivia Anudemeaniwivg Buq
AEAIN TAnaudsmess ANdeeaINi WY
(Physical damage | nSwdduansaumeani AVRIAENIETIN mAnIUvaY )
. . Fundoy wugumndl E R RRTRC LAY
incident) nMenmaps dinnu A A i
FRUNIBLEUNINNAUNG #ouaIY
ﬂle‘U 47 3 & o . N
AU HU AITUVIA? (Investigating)
nsvhatevniwgauy
ATAUNANINEANW
MIgyevemingdu
FTAUYIA
nsgnuanulaImig
MUAIW
v & P & o = a
Taswadeiiugiy | ssuusazudnnsiugy ruulnihihgevie Buq
YDITTUY frgedevne ldaunsa Tiuimshila WIavy < >
aseunedign | Wuinslanudng szuuiAsetgliansg wgn1seiog
~ . Tvudnmsia FERINMTUATIEH W
ey -
SPUUATUANDANGT govau
MuRaUnG (Investigating)

\‘\D}S\‘C‘;



!j) i‘%fﬁf

-G~

au | Ussnnwanisel | deSuviemgneel |

 dhedhamgmsel

msdamawjussdiy
anammslaiveiany

ySalianunsald

SYUVHMABLEBISYUU

disturbance

AAVY. IINAITWRSIFVSD

Nuldauung lalenunsaldusmsia
(Infrastructure unéi
failure incident)
mmdsmen | mgadeanuiuag MIUNSsdndUY = Jug
to ol ¢ 1Y a = anZ HWR
NMIUHSESordu | Yasndvewmsnedu wsimdnivity "ovnevy
' fai 1
ushwdnluih ASAUVAYIONS msnemuTey WRIIYIeY .
@l < s =l 1 &y
- o A . o dryyrauluivin adused SEMINMTUATIENR
(Radiation ANUUNIUYDY E1UNTU L
Audunsd aouau

p . anuliai (Investigating)
incident) pAULMANLAN oyaadi
pRUANILTRUG
AUdsmenie | anulaunfvelszuy AMuRnUNRYBY " Bug
13AINEUYe) ansauwma Maesaiiuay 81303 " ANY o N3
mameda yandw i liRedosiu AIIURAUNRY m:mumsﬁlm
o (3
_ . g  a YONAUIS Wuluauunessiu
(Technical failure | ANuAdlavoyuEnie . .
) , QUHSARITRIT i AnuUasnsied
incident) HalaTTUULAZAWE . .
vy , AUENLINVDITEUY WMHBNUMRUR
ATFNUABAIIINUAY Wilvszuuldanunse (Non-Compliance
o Yo v Y ..
UnoaneuamIngaduy Tiusnasle Activity)
asauwevseviiling miludnsfudseiuy |2 wnewy «:
AU UTDIENAUY TaseiauIuay mﬁ}ﬂ']'iﬂjﬁi)%‘,l:
& ¢ 2 o €
e, ldulus YONAWIS FEWINNTIATIEY
aouau
Wiy T
(Investigating)
GIRH wgmsaifAgtes Th¥avSevueu = wnawy & Msyn
(Malware fusauIS LAz AmNansE U Aau A Wnsdu sniaenisldtawns
. 3 .. .
incident) sernuTunsUasniuve bt (Malicious Logic)
1 4 b &l
v en 4 Trnlduszasddnn
ningauasaumaniov SR S
A sUuuY visem sl
Timsanfunures .
. FTUUYIIUAIN
dinau navv. Tdiduly seurlna (Remote
mut e Execution
Vulnerability)
wsuduwas
(Ransomware)
MIyngvems | memsaiiieadesiuns middeyaieland | ®  vineavy b M3
laufiszuy ynynvIslaufissuy uas (Network Scanning wyrwYngnLite
! | < . Q 14 ¢
(Technical attack | dawansgnussausiuag 139 Reconnaissance) MIRveaRIAm
. . v s MsyYnIRILTeLlng wslaud ﬂ
incident) Uasnsuuaaningdu v »
“ euw YDITYUUATHUNA (Reconnaissance)
asaumensovilinig . .
(Vulnerability By & mMIyn
ATUUNUYBIATUMTY Exploitation) snluszaugldnu

ST

\e@?) Y



Pﬁyof

u | Ussomwanisal |

-®a)-

 fedviewmansel

 dethamamnl

navw. lduluau

yWhvane

nIwenEnsEUUlaY
Tilsifvougmlaans
Brute Force Attack
msyngnvielavdiile
wimalunsihiamse
uwilvszuuvedeya
asaumnalaglilasy
Uy (Unauthorized
Access or Modification
of System)
nsvibnszuuldanunge
lulamuunid vievi
Tilsgnunsaudmsle
(Denial of Service)

msimmuod

anaandlaiuada

| Ummn

(User Level
Intrusion)

" vanemy o MSYN
JniusEiugaun
s¢uv (Root Level
Intrusion)

B Wnany o MIYN
snivililsiannsa
Wldlduinste
{Denial of Service)

"y <
wRnsaiiieg

FWINNTIUATIEN
aguau
(Investigating)

nshiufiRam
ulensuazde
AT nsld
nINeINIHA
nUIEad uas
mMsezdlaningdu
madyan
(Breach of rule

incident)

el o v w
LWG}ﬂ’]‘JﬂJ‘V\LﬂU)”U@QﬂUﬂ'ﬁ

LiufiEnuuleueuasde

UH0R mslimiwensiia
TaUIEadd uasnisasiia
nindaumatlygves
nindduansaunave

ot

d11nau nane.

msldndwens
YDINANY. Fi
Toqusvase
nsazidinuloviouay
WU TEluNsThw
ausiunsaan s
ATAUNA V9
dinau nane.
nsazdinulouiousy
WU fuRAus
AuATaLlayadIuyAAa
YDIFUNIU nNaEn.
msliufuRaw
YDATNUAYDITZUY
Uimsdanmsauiuag
Uasadsaisaume
Meldumsgiu ISO/IEC
baoos TiRetadly
AFUINISIANITANY
funaaeasuves
asauwmAreIdinau
nane.

QR ERI IV
TOINUATDITEUY
UIMIIANTAIUAIIN
sunwaenfsansauna
wardayadiuynaa
meleiunmsgnu ISO/IEC
wolrlos Tiieatadly

" vy e NS
snfumsiila
Julumumnsgu
aaUaensed
PUILIUANUR
{Non-Compliance
Activity)

ey o
wmanseiieg
SEWINATIATIEA
anuay
(Investigating)




-G

C
€

Sy | Ussowwamsal | deSueimgnsal | drethavmnisel | nisdawinauguesty

| anmumdlswsianu

AMTUTMITIRNIAL
funsasnsuvasioya
druyaravasdineu
nEVY.

= mslivfife
YafiMmuaveLIEUY
UImsdnnisivmnisal
fuausiunsUasnse
asauvALasiAnAm
lewaes nelinmsgu
ISO/IEC losiome i
Aerdestunisuims
Tamsmenisalinu
anusiunsUaonsty
GRPRVINGIREHUERGEH
lowwesvosdingu
nane.

" msaundadedninig
oy viedvandues
HONALIT

" asldniwennsves
nave. ienauszlon
YOIRULDIVTONEUALDA

Sas 4o < ' 4 s fas =y S o & '
@0 N13ADITUTU Y38 | (ANISNADITULY YT ®omseessdtu viiants | ™ wnewy e NS
QREVORT MIVPATA wavdHa vainluasins uumsilsl
. o - a a o e
(Compromise of | nsgnusioAINTUAY A mafissylily LUﬂUmmmngm
. . v cn UsEaanguunee gy ANuUasadiei
functions Uaaangusmsnwgdy o nw o , R
. ans suldun AuRese mhenuivug
incident) asaumavseviiing o :
FIRMUINUINSIVATS {(Non-Compliance
UL AnuAnTLRgITUAINY Activity
e oy Y + t
nav. lidulumu yfioTIu ANuAinse " newy
vy fumdahiilunis wnnsaivieg
gRAsIIY FENIIMTUATIENR
" ASNSEVNELENM GRIG R
navszlpmnindalsseu (Investigating)
Ioshengvanedmiy
MULDVIBEDY
" msdeavninduss
mesnsituresmu
o ol )
vieveaudulngyain > .-
® gsldgunalusiums
lnaflvou

Praof Y un



Freaof

G-

afu | Ussiavwenisel | AveSuwwenisal | daethaventsal | msdavaaevivesde
.
. ; ... VmwAan
o) nsazfieau wansalmsazfianny | " msdndudeyassuy " ey e N3
< a o o v L= JN . o Mo
Junslasane Huaslananuuaya R Audunslal
oy . Fulast Bl
foyaasauma | avaumefiinunisly slagLaNIuLen bt
<4 &t
. . " SURENTNANUIE Aulaenien
(Compromise of | @unau nav. y . .
) . Social Engineering Wo NUBUNINUA
information v oo o .
maihisteyaitving (Non-Compliance
incident) GONTGED Activity)
= msauflums Phishing | ™ vnany
Tngnisldninens wan1saivieg
ATAUNAVDI NANY, SEWINNTIATIZR
viaduthwng viewdu gouaIu
grulumsaniiunig (Investigating)
*  muluedeya M3
Uasuuuasdoya N3
Tadhfietoyanlilasy
YN
" mialaduiinteyafio
IaANUUTEIWIUMS
Jurinteualignsies
ol nsweunsdoyail | wgmstdimaweunidoya | nsweounsdoyadia bl | ® wunawy e ms
Judie donds | Aduie deudededed \upnuads azda Auunsitll
) [ ] =,
Foudue Weduiu dwinau nane. AVNY LTU Lﬁu1Umwumwm'§§wu
wirswlygdinme ANuUaaadied
{Harmful R - , .
MINTEMAIIURG MgUiNUe
contents d o ‘ .
NEINUABNNURNDS (Non-Compliance
incident) " msweunsteyaiiie Activity)
NNy ey " mnevy
godes laufyaaa wisnsalfioy
MBI VTBRINTIU FEVINNTUATIEY
melddinau nane. douaIu
® mangunsteyad (Investigating)
WNeatesiunisnens
318
o el Mot v o
o duT wmnsaiduq Alidadn = Huq

naudnasiu umansal
fruausiunsaende
ATAUNATINTIINY
{Information Security

Event) Wasdananssnusa

ANutuAsaandyaag
v s & o %%V "
VSWHAuRTAUVANIEYN ATT0
Tinmsdufiunuveesdng
Y & »m%



Jwo-

| Usnavantsel | deSviememsel | dethamemsal

: ﬁ'izmﬁ o

msdamnamvesiy

anaamsleueinn

Thuluputimune wie
VAUEIURANIINW
ANUaY (Confidentiality)
wiemsinwianugnees
AU (ntegrity) w3
mssneauniauly
(Availability)

wigmsalielul lidady wgmsaldumnuiuacasassasaunduazsognauleued au
N5IAVNIANL YR EANANNNITUBSAIUAIANLINTINEUTEAIAAZAITUATINTST NBIANNITLA

Unandgluiuasuniennd Fee dnwadoanaunidleiues wnsnistestu Sulle Useidiu Ysiudsw

o as

wazssdudeanaumslauaiusiayssiu wa. beoe

" ey o wmgnsaldiaes wasmsEnglauvesiisues (Training and  Exercises)
" ey o mManenemdhieseuuitlidnge (Unsuccessful Activity Attermnpt)
" ywaany < wannsalfaundd ldfunisiiaseiudrin il msaidduseanaiu
(Explained Anomaly)
O %agaﬁaﬂﬁﬁm%’mﬁ'umanﬁﬂi mneile unaateya Log 13e File Log Al miuns
A5IAUYBYA Log
o dedunaiiudnlunisasiaseudeon mnefls Adidugeduns wazuumamsianes
foya Log ns1zuveniumamsalifesnivasy
o msafiuns wnefls namseseasuin Un Aeliwumgmsalifemnaaoy vie liund
Ao wumsn1saliideensradey minasranuinliung nsenstsaziduavesd o
fidumsiiteudluvnnsaiinsany
d3ulinveu yunefl fisiiumsanaasutoya Log

I

O

® lagrenistgaunuunssy

;Oﬁaa[f

P

; ATI980Y ,; ,
Core WeEW n3rvaeululvd MTINABUNS Xun# dune
Switch YGH systog login fifianana | [ siund
sy CoreSwitch.txt Y83 user ARfu | AsALiuns
Tavfumdorrum | @ efily |
SHELL_LOGINFAIL | szuziian eundl
w3slyl
Windows | as19@eu | EventD il AIIVFBUNTS Clund aumy
Server Fault Log | Level/Type u | vihauwesssuu lalund
YBINg Error UijuRnu msaniiuns ..wu Error &
Vi Source System Windows Tu Log ID elema 71384 Hard ‘
Aausni disk 1 Isuiunsuds

\{\3}3 o

$



Cal
[ dae

_Log

YDITLUY 528U System 91 | Incident wazudlalaoms
Ry firuiliausnd | $owefsundasssuy
Windows (Request for Change)
Tuseau
System
#0819 Event ID fidasduilumsnivasuuslinssmuiu CIA veaszuy
Windows | EventiD | EventlD @»eio asnasunisid | M Und AUy
Server oo Level/Type {u Avundadvd 0 Liund
Permissio | Information #19 9 Tiin AIANTIUNTT ...
nsonan | Source Security fufu Event ID
object oo
were
changed

a. ajUn1sldauninensdrdguasssuy

AasuneiuAy
o wurestillddmiusruuamsaumaiiafuayumstuiinadinsldnuninensddglussuy
vivadsdoyaludeszuudhsz Taninenns (System/Network monitoring) s Protocol 1nmsgu
LU SNMP, WM, syslog 1usiy
®  ANUVINEYBINTYD
O szuuny mnefs Medegusel svuuufuins viedelusunsuiidosmadihey Temsld
ATUNTNEINT
O MINIINTAARYVDITTUVNIU MUNTia MFHEINTVBIEIIAUIST ViBalATIASsvBImeY
Usvnana fatfuayumshauvsswendind ssuuUfting vielusunsudsegnd 1
anansavhanlfesnasiuasasnds fegwemineinsldun
®  CPU Utilization
" Memory Utilization
® Hard disk Utilization
®  Traffic Utilization
® Concurrent Session
® Database lock session
Fuianmsaiuduminensddyuesssuuisuiudemsivaeuihse Seldmunny
Wnzay
O @1 Threshold wnefs Aiifuumduinausifievsiin winfssuuldndnennsiiuen
fenem sruueragansliuins viegaidsmiuiunnasafoansaume
O drgegn mnefis Angeaaveminensivuiinldanseuvesnistigesinm

iﬁf‘w()l \{'\0%\4\&



O Auade vneils Alafgveminensituiinldanseureinisthyeinm

lolo-

O fdga wunells miaavemingnsituiinldninsevvesmstgein

® Glag1ensldaunuunaty

Windows CPU co % o& % vo % @0 %
Server Utilization
Memory & % &o % wo % @0 %
Utilization
Hard disk Drive C\ o % | Drive C\ &o % | Drive C\ «& % Drive C\ &0 %
Utilization Drive D\ «& % | Drive D\ o& % | Drive D\ blo % Drive D\ vo %
Network CPU w& % & % co % ol %
Switch Utilization
Memory wo % & % wo % od %
Utilization
Traffic & % &o % mo % ®o %
Utilization
Database Concurrent | @,000 session @O session &oo session ®®o session
Application | Session
Query boo mile-sec @00 mile-sec o mile-sec ®o mile-sec
Timeout
Database ®00 session &o session ad session ®& session
Lock
Session
<. %’aadasqen?maﬂﬁtn%ﬁléf%’unnsaﬂé’aLﬁwﬁﬂuizuuﬂﬁﬁ'ﬁms

Pz g

phan é
Praof e



Joen-

MARUIN &
asamsdniusumsidnaniinaanelulsuve
nmsdamnuinshyeineuardaugsudlessuuuimsiamsgrudeyanans
veed1ingu nawv. (Data Center)

sensagvieasiuenldlulassnsuunsldvagindanelulssme

Ay 78NS vihe | Ui | swnwsieviday | WDudu | Wag W)
(um) () | Tudseme | Aadsene
@
©
en
<
&
5
GL
(Sevar)
UL S (A Fuing
( )
2.
mg) WAt
‘\}\\g:);\k"s’\é

Proof



Prasf

Joa-

AMPRUIN &

s¥AUNTIAUSNNS (Service Level Agreement : SLA)
msa’mmu’m’%msﬁﬁa%’nmuaz«zﬁamwmtr’{lmzuw‘%mﬁﬂm‘sgm%’a:danma
¥9d1NU navny. (Data Center)

o

¥ e ;| svuuldawnsald | inmsudladgvn | mevauesnely « $91us wasudtgmily
s el WUU Remote udiadanely elo kg
Access /Onsite

swiv | vidnliaunse | a. gafunisiesie | nevausinelu « 4l wazudtgmils
Vrunans | Tl dalsd Uszanuew vie | wdiafanielu oo alug

nsENUAUNT Remote Access

WUYBITLUY
AU on Auuztiientu | a. gesunsfinde | nevaussuasudssanisudlunusinund
i nsldau lag Uszauau ANANUEUT

szuvu delgauld

PUUNG

viell MsiSutiuseesa ‘Lﬁﬁuﬁ’ué‘mwil,aawﬁcgsuma

Yo v 1!/

[

4

@’ @ 1

ATULTIINE I Tt iilasy
UBUMINEAINEININ Loln AngnsTUNIRTIaSUWER

& w Y ol v a
3'&]L"U']Viu’]m%3UNW°U§JU1Uﬂ'\§QLLa‘§3UU

2

\\s\f’\? O



;@w@z

Jog-

AMRRUIN

fannasnisuszananadayadiuynna
(Data Processing Agreement : DPA) Aiud1ineu nawv.

Tannasnisusznanadoyaduyana (“donnas”) i davhiuiteliaenndasfiuntives
d1dneu navy. uay fUTENIaNATeNAAIUYARARINNINGT Co 1TIAAINLAZNINT mal (0)
WHanse swuwmmumamauamumﬂa WA bl Larde b 10UTENIARLLNIINNISALATEN
Yoyadiuyana 1309 wpsmsinmmuiuasassfovesfmundeyadiuyann wa. bdod wazie
Lﬁumwuwaa (ﬂmwmmmmimsasnwmav%ammmuﬂ‘ui FUUUIMIST AN IuY ayanang
vosdinenu nawy. (Data Center) Sediinamy na. figruniy “Nﬂwﬂmauamumﬂa” by wau

¥

‘uamuawlmumiﬂmaaﬂ uﬁ'xuvmu “NU?“’SJ’J@Na‘IJEJSJaEI'JuUﬂﬂa" mtﬂummmummusum’m T
wSalame (“Uszudana”) °uauamuuﬂﬂammmﬁmia’mmmmamnmu naANY. Imawﬂiwmama
5uamaauuumawummmumimmmmﬁivammmalﬂu

o. tomsusumnanadeyadiuyarafiviimdesiuidunsasveuiwanuludyymn 1wy

[ 1
3/

iieysannisgruteyanatsasdidney nans. wisliusmsifeslsauanidsudoyaiamisey
meluiazneusndinnu nans. Lﬁau“sms%’ﬂm?ﬁagammaausﬁmﬁmamﬂ%’g ienaideules
uazUSuugagutoyausznvuvesdninnu nane. uazmsifenlosgrutoyadusznauns onisvh
sruunaedmiunTIREeUAT Ut s RuAsTIils it v uanmiumstiudne Bl Payment fieWain
syuuUnyiveya (Agency Data Catalog) dwivinfulasadeyedaya Wit a3 A7 Disaster & Recovery Site
dwsunslEmlaT ﬂimwmwaﬂmm%mmaamalmm:ma’lmsmilﬂ Jusiy TneBudeys
yaeyARasIINATILY uariifyana

0. tensUsznanadayaduyanalunsliuinisyransargluvesdnineu nans,
Ipgnesansy uasiiusz@nsnm

. Lﬁamsﬂszmawa??aag}aeiwuma‘iums%’wmmu%msﬁwga%’ﬂmLLasszfammef’ﬂmszw
vimsdansprutayanatsvesdiineu nave. (Data Center)

Tnedeyadauynraiinsussinananuinguszasddradu Ussnoude

(@) ﬁwms%’auaa‘auuﬂﬁaﬁﬁ’wﬁﬂmu NAVY. NaUMIEN1IIMINUINIsUIT YAy
FoULTULA LY Uuusmsa@ﬂ'\imu‘uauaﬂawﬁuaamumm nang. (Data Center) [Wnnelvigdayay
Uszanawa 1oy 3o wana Luaﬂwsﬂww waa wylnsUssvrvu duwa Tuheuliia doyauseinnis
Wil Teyagnan ‘uauamvm Toyagusznauniseyanineu nave. deyadsznaiodns
wineningadasiay feyaussmadensminnuingauunaudszdnie doyatnsdussnalufans
nszeduauazisnstnsviond deyanseugwlufenisnssaedsuarinsied deyardldnauaiu
TeyafSoussusiufminssnedouarianisinsien] deyaluoygmuseneuianisTnsauunns
vayaauNBnauAIngadasay dygnaasunaiu (Callsign) wﬁﬂmuﬁmqaﬂﬂﬂdu%uﬁu funans uax
Tuge Wy

(o) ms‘dsumawamauaammﬂaﬂsumwma 9 Wy UszianlWaienals syuugIuteya
%’a;gamnwmamumsﬂumumwu navi. MAsdestulaseinisn

() mauﬂaauuumaau‘iwmaum’mmmmwalwmiq'mqﬂszmﬁmu ey mvén

€

ee

n1smvAugLanIsUssnanateyadiuyaraidiney nany. seunevs aus e ol
Ussinanadeyadiuyaraduiiunis feazdesiidumsaumtiiuaganusuiinveumurauin

&3

&

lutuiintennasausufle/dygivanAdudedne Wdudnsd) wagdudunsliifuluny Wi

wigs1vUysiiduasesteyadiuynna w.e. beve wizs1unguini seileou uarusenie Heenay

\Q\ﬁu‘,\/\



Prao

oo-

ansilunsswdyafiquasesdoyadiuyana we. bevl Fuisluludennasd samiFendn “nguang

£ ]

densAuasastayadiuyans” vidiinaldsduegTuusiuiiingh duiindennasniusuile/

Y k]
L +

Sy mdnAudadng wdusinsdd) wasfiesinsudlufindulunends Taog{Budoiaueiildiunis
Aniden figmludussnanadoyaduyana Ferelufisenia “fuszuranadoyadiuynra” Ao
Adunumaiuiindennasausauiie/dygymdnAudsie @dudnsd) luduvesiayanui
usluimquazasdtiedy hduluaudennasmisussananadeyadauyana fswazidondsil

o. HUsswanadeyadiuyanaiunsuin deyadiuyana mnefls feyaifeafuyana
sssumiavihlfannsassyiyaratuldlidimansmiomedey Tngasiuiiumsauiingmangindae
msfuasosdeyadiuyanadmun ielimsusznanadeyaduypradulusgaumnyauuargnies
ANUNGNUNEY

b
o g

. fUszinanateyadiuyrraszimualinisidiceyadiuyananelddonnasisnda
Lawwzqﬂﬂaﬁlé’%’umawmH‘Lﬁﬂﬁﬁ’ﬁwﬁnﬁﬂm,nawa%aagamuqﬂﬂamwﬁamnaaﬁwmfu IEERE
sudumaiieliypradinarihnsussnanauasinyianusuresteuadiuyananuiinguungin
MensAumsesdeyaduyararmunll

o fuszinanadeyadiuyanaszmvaugualiyanai ldsueunaneliuf oA
Ussinanadeyadiuyaraljuinmunguuieinidisnsquasedeyadiuyanasgunsenin uaz
sufiunsUsvnanadeyadiuyanamuinguszasrvssnisdudumsnamsuwnauluduiindennas
ausdle/dygmanudsing whuensd) viefudluiudalunends Tnoeglividh dnaon vh
dun Jufinnmdeyaduyanaliinimuanioudunsdnidudune Buuiifulumudeuluves
vausnuludufindonnasanusuile/dygymanAudadne wdausnsd) viefudludu@ilunevds
vienguinefifeadosidmualfifuusymsiu

< fusznanatoyadiuyanaszduiunisifieviomdevioatuayudiinau navy,
lumsnouaussredieiiidrvesdoyadiuyanaudaodnineu nave. lumsnovausssad¥e
fildweadeyadauyanaudsrodniney nany. sudunslddnivendrvedayadiuynnaniy
ngmneddensduasesteyaduypralusuiiieadesiunisussnanatoyadiuyaralureuiun
sulutufindemnasausiuile/dygmdndudsie Wdusnsd)

TumzﬁﬁL%’waﬁaa‘gadfmuﬂﬂa?juﬁ?ﬁawa’f,ﬂz’fﬁw%ﬁanemcsiag’{ﬂismawasﬁayjadwqﬂﬂa
lngnss dusznanatoyadiuyrnassfesnuiunsuiuasdsiissdananliundniney nany.
il lned Uszinanatoyadiuyaraszlididud novaussiomiasienan duuddninmu nany. aglé
woumneligusznanadoyaduyanadiiunsiameFeifeadesiuiisaing

¢ fusznanadeyadiuypraszdavhuanivinvidufinnensvesianssunisussiana
Heyaduyara (Record of Processing) avmafiffussananatoyaduyanauszananaluveuiun
Tutuiindeanasaiusie/dygman/ludedne Wdusnsd) vazassifiunsdweutuiingenis
aananliundnineu nave. aelu smo Yutiudaaniuatualudyeyn viedledwnow nave. Zos
voiluaednuaisnus

. fusmnanadoyadiuyanassdnlitivazadidaunnsmsinunauiunsasnsedmsu
msuszananadeyadiuyanaiiimiumnsantanasnadesinsuandanaia nufennsns
mameamisudumuussmanaiznssunsdunsosdeyadiuyaraiisunasmsdnwaiusius
Uaeadresfmvqudayadiuynns we. beod wazmuusznmednineu nany. Ses ulsuisuay




/9 /‘000‘!

Jow-

wUfuRlumsinunaraiuasasndsasaumaresdninegu navy. asfudl be NuAILS beos
swdsitldfimsulufiadaluouian lemisdsasdunudsmudnuas veulun uazingussasd
vosmsUsunanadoyadiuyaranuitfmusluvsunnuluduiindennasnusuiie/dynyman/
Tudadna (udusinsd) Wuddy wadunsestoyaduyarannmudsssuisnisstunsussnans
Toyaduyana nasnulemaifisuaguansenunnimgnisasiindeyadiuyana iy mudemedy
finnnnisandln g nsau vhane gyyne Wasuulas udly Wi 14 Damevieleuteyadiu
yaralagysnaanetunanisliseudenguuny Wudu lnedoedaldiiuinsnisidsosdns
(organizational measures) kazuIMINITIWUNALA (technical measures) fuunsan §91957ud
UIATANTNNAIBAIN (physical measures) AT uday Tagrdededadenanalulad vsun
anmundey wesguiifuiseusudmiumhsnundeisnslulseavudednuasiisaiunie
IndiAgsiu dnvusvieussinnvesteyadiuyana dnune Ussan vieanuzveudvesdeya
dauyara niwensiidedd wasmudululdlunmsdidumsyseneuiy

. uudnguanefiiedonstygRliiduusensdy dUszinanadayadiuyAnalIried
dehuteyadiuyanalyidudidnau nany. visdudunisau vane snildnmsidnis uievildiu
Joyadruypnaliudeyaiiliannsaseyiyaeald sl muidineu nany. swuslaeiuiidents
sudunsUstinanamuinguszasdvasweuanulutuiindennasausiuite/doygvdnAudsding
(wérusinsell) wdefiuas Tnedussananatoyadiuyanatsdosmunuaua AvIvEaY waziusesinveya
dauymnasiinanarlioglunnuaseunsewesmuenazvesyanaillduneunungliufoRming
Uszinanadeyadiiyrnadneialy

a 1

cs. LMG}LM\‘IﬂWiﬁ%LﬁJﬂ BIYRGRPIVEEE

.0 NN Ussinanadayadiuynrnalinsuniefivadumsvmsuindiguienis

avilindeyadnyaraiintu Melu be TluniuwinauSelivmdummauianawinisasdedoya
dynna gussinanateyadiuyanasewiiunanaluil

9

(n) Wideyaidndunndwinem nany. elidinmu nany. aunsaujud
wihiineldngmingindiensduasesfeyadiuyanaldesadiussansamuasiumelussezioa
finguinefmue 1wy dnvazveavewisnsazdindeyadiuyana Ussinnuazsunlasyszanomes
Yoyadiuynanad ldsunansenuanmauisnisazidin wassisazdeavendwesdoyadauyana
fanan wansgvufiorafnduldnnmmuiinsasda wnsnsildidumsudvieniszaueld

Aulluns wazinesmsieslgransgnuiionaistunnmguiinisaslindeyadiuyanatiy

(v) Wanusufleosgrafufidudninaeu nany. wazaudunisla q aud
11NN NEnY. MuaiaY8luNISANINAISHSIVEBU VST wasidengianudsmesuinain
Wi sazdindeyadiuynratiy

lo fUsvinanateyadiuyanafediilamemgurisnisazfindeyadiuyanaliun
yanadulannulaglilasueugnaluanednualdnusainddneu navy. dew uudnsdndunis
UfURmungvang

s fUsTnanatoyaduyaradesaliussmATliTeifatussdumssidumsla q
wedansivuvisnisazdiadeyaduyaralifundninnu nans. wINUTING 1 §usssnanateyadiy
UARANTBYAAAYDY wﬂivmawamamamumﬂamamU'ﬁvmamaﬁuauamumﬂamwaa’tumm
SuiinvouveInU Lﬂuwﬂa‘l:wmﬂmmLmeimmmauamumﬂamﬂanuu WA

o3

o

:



-

<. msdwselouteyadiuyanaludwnseme

.o fUszinanatoyadiuyaraiusemasiuduitzlidmielou wioaygnliiinng
vihdlsdeyadiuyananigliveunnuly Sufindennasnusile/dyyman/ludadne whusnsd)
IWésiausemalaghilidueugmluaednualdnusandrinau nave.

o Tunsdiildsuoygmuaednuaidnwsnnddnmu nany. uds FUsTInanateya
druyanaamnsadeislou vissygwlbilinsidrideyadiuyananisldveulvmaulududin
Yonnasnrwsiudie/dyyman/ludedng wduansel) ldwnssundld sfsil nsdsvdelou vie
sygalvlimsiiiedeyadnypradinanazfonseihmelduntygfvengmneintsmsduases
foyadiuypan vionwmdaduaednuaisnvsvesdiney namy. wiiu Tne fussnanateys
duyppaszfendwirdennanfiuiudedelifinnsmstnuminiunnaeadenuiingmneindae
nsAuAsesteyaduyanadadiuly

®@o. NMIWIUINI5Y

so.0 Meldnifuazveuunnuiismunly Tudindennasmusuile/dygyndnluds
919 (udueinsd) duszananadeyadiuyana 1uawmsafmmwﬁaummwﬂﬂamauamﬁum
Uivmawamauaaauuﬂﬂa‘mLwammsﬂivmamamamamuumammammmm’tu Tuiindennasmiu
Suile/dyqmdn/ludedne wdudnsdd) Tuuuwosdineu navs. 14 Viusiagldsueugmiuane
anwaldnusINgtnau nave. neu

oo.o Tunsdin ﬁﬂﬁvmama%'amamumﬂalé’%’uaummlﬁmmmdwé’mﬁﬂsymawafb’ama
duyrratitldnude eo.e mﬂsmaawa%uamuuﬂﬁawu'm'«3mmmamnaaﬂwﬂizmamamaua
druyanatdinduaednuaidnus T,ﬂamwuﬂ‘uauL‘umLuavnu,amu"wmmNﬁsumawamauamumﬂa
Frlaenndastumifinasanusuiavoures mjsumawamauamumﬂammamﬂmu

Tunsdfidineu nave. Yesailuarednvaldnus dUssInanatayaduyana
s’{aaﬁwLﬁumsmsmaaumiﬂﬁﬁﬁwﬁwﬁ'mmﬁﬁi mawamamaaaumﬂaﬁmﬂumwmmﬂwauamu
yAnai LA 3uaInd1TnaIy nave. wardavinanisesavaey samnaaauaumamsmmaau’tmﬂ
dtinau navw. Iunmwﬂswﬂg’;wcgﬂizmamaﬁuayjaa'suqﬂﬂafmalmﬂgummwsaumqaumsmam
Ussinanadeyadiuyanataenliufiinmunguuneindienisaunsedeyadiuyana w31
reliifinAudsmesiedinnu navv. lidlunsdle 4 dwinou nave. orevel fUstnanadeya
druyanalAsuUsananadeyadiuyanatagldviud Tasdninen nany, lmaasuwm'lummmama
waoAldanela o aummmnmsujaaugﬂsymawamaa‘gamuqﬂﬂama

o®. MNIRTIEU

o0 WWNSHIRETNMY nany. dn1syesaluatudnuaisnus wUxmawaﬂuamamu
YAna mamuuumsawawauawmmumqwm"lmma'mnmu NEANY. Lwamumsﬂguwummm
mamﬂaqu

oo JUszinanateyadiuyarannaseygyInlidinau nany. uazyanadldfy
NOUMNENEIUNIY nanv. L‘ﬁmsaﬂaaun'\iﬂﬁﬁﬁwﬂﬁman dusrinanatayadiuyanaluguey
Usunanadeyaduyaranielsdennasi Tnsdwinam nave. ssudsld mﬂﬁvmawmauamuuma/ﬁ)%f
nswaimiluaednuaidnushitiesnih o Yu wer fussinanadeyadiuyarannadivinusiuile

wniddnau navy. waryaranldsureumneandwineu nany. lumsidhasisasufanandrediu
Fr ”‘7(?/' \ w%w{
\

OO



doee-

elo. MIBALYWAaLNITEEIEN

AUsznanatayadiuyaraszdommldandomensenlidnela q Wundinau nane.
Tunsdlfiannudeme MIgeynIe N53N3ae Andeme Ausulamauns Insusunalnases
vierldaneln 4 Miatusisynranouen wiglunsdiidniney nave. avdpsiufinduidionnan
n1ﬂu"ug‘jﬂ’ﬁmm%’lﬂ%@wﬁama‘iﬁamﬂmﬁ’ﬁamuﬂgwma'jwﬁaamsﬁuﬂﬁaa%’a;gadauqﬂﬂa w383
avilindiusesasfulseiuves fussunanadeyadiuynravieypraiilésunoumnenndussanana
Joyaduyanaliufifimhiusznanadeyadiuyana §iuihee fussnanatoyadiuyanatas
viomunuves fussianadeyadiuyana

. MSUBANET

ussmAvennanviensinsiedeansla q awudennasd tviduaiednuaisnes
laglvidalaoyana wielusudd ielnsans lWdmauivesSunuiseylilutennasi wienuil
I#Suudadeuuasng3u @i fusnndnuiensiasedeastmasesieiduldsuuduiion
vennanviemshnsedeasiuludsanuiituud
oc. whillazaiuinues fustnanateyadiuyanalumsufinmudonnasioviuanas
TuursuinsufoRnusmreuennuly Sufindemnasmusiuile/dyavdnludedne Wdus
nsdl) afedu vieud Ausmnanadayaduyarauazdineuy nave. ldmnaaduaednualdnusle
gnidnmssuiunsmuvevsauiudusnsdilaasfintuneu lngadrysymnasazlillovdniisonios
sudonnasifliuniyenasy

ANZNITUNITIAVINVBULUAYBITY (TOR)

B oo eee e es e ee oo U3¢51UNITUNTS

O A ASINMT
(WayYIus nesdiad)

i -4
P41 4 N S RO ATIUMSUASIATIYMS
(Wsamsiiy Seiing)

Proof Lgdund
X



