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TELECOM

NBTC imposes strict rules
on commercial VPN users

KOMSAN TORTERMVASANA

The board of the National Broadcast-
ing and Telecommunications Commis-
sion (NBTC) has approved aresolution
requiring those commercially using a
SIM card box or virtual private network
(VPN) gateway devices to obtain per-
mission before operating them.

The rule aims to strictly supervise
their use within a legal framework and
prevent the equipment from becoming
a tool to commit technological crimes,
said Trairat Viriyasirikul, acting secre-
tary-general of the NBTC.

He said imports of equipment related
tothese devices remain subject to exist-
ing regulations.

Priorto the NBTC resolution, the use
of SIM boxes for commercial purposes
or to provide a telecom service did not
require regulatory permission as it was
exempted from the related law.

Mr Trairat said the NBTC board
wants to prevent the misuse of SIM
boxes and VPN gateway equipment for
fraud and cybercrimes such as caller
ID spoofing, which can damage the
public, telecom service providers, and
the Thai economy.

The regulator also considered estab-
lishing an online channel for people
to apply for permission to operate SIM
card boxes and VPN gateway devices.

Many enterprises, including in the
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financial and insurance sectors, use
SIM boxes to operate their services.

The NBTC previously issued addi-
tional standard guidelines for telecom
operators to comply with an amended
version of the emergency decree on the
prevention and suppression of cyber-
crime, effective as of April 13.

According to one guideline, a tele-
com operator cannot allow unauthor-
ised SIM boxes or ghost SIM boxes to
connect to their networks.

In arelated development, the NBTC
board meeting also approved amend-
ments to its announcement on the cri-
teria, methods and conditions for the
establishment of telecom equipment
and equipment inspection units.

According to the resolution, private
companies can apply for permission
to provide a service inspecting tel-
ecom equipment.

Inspectors and lead inspectors must
undergo required training.

The inspection units must have
personnel with direct experience in
telecom and its equipment, according
to the resolution.

The NBTC office supervises the
inspection units to ensure they operate
according to the established standards.

Permission can be immediately
revoked if operators are found to vio-
late or fail to comply with the conditions
specified in the NBTC announcement.
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