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(@) External non-intrusive scanning of the selected hosts %
(o) Execute vulnerability and port scanning assessments /{/
(o) Open ports o)
(& Misconfiguration i/
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(& The presence of known vulnerabilities and/or system weaknesses
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(o) NIST SPgoo-eed Guideline on Network Security Testing
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Port scanning

Vulnerability scanning

Exploitation frameworks (where appropriate)
Identification and Authentication Failures
Vulnerable and Outdated Components
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Administrator Desktops
Active Directory Services
Routing Infrastructure

Key Internal Websites
MSAEL Username Password

€<l nydauretnivenasevisnwlulzdonsauaquluseiussuuUURnIses
\n3ssnauRumeTuleng (Server) gunsailuszuunievie (Network Equipment)
wazgunsallussuudnewianulasndansaumna (Security Device) a9 diinaiu
nane. S1uliitesnii e,000 NelavleR (ntermnal Vulnerability Assessment)

lngasaunauagslouRall

(@)
(o)
(en)
(@
(&)
)

Execute vulnerability and port scanning assessments
Scanning vulnerability and port from internal network
Exploitation frameworks (where appropriate)

Open ports
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External assessment (identification of application security issues via
Internet presented applications; or through simulated-external
applications as applicable)

Testing from the perspective of an unregistered user ~ ‘Black Box’
testing

Review of the ability to withstand attacks from injected or
manipulated code

Assess scenarios through which a non-load-based denial of service 7%

condition can be introduced //{/
Assess user access controls, user segregation and authentication P
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(o) Attempt to gain unauthorized access to data, to modify data
without authority, or to otherwise compromise the security model
implemented by the system
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GIAC Penetration Tester (GPEN) ¥159

CompTIA Pentest+ ED!
CEH (Certified Ethical Hacker) %39
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® (REST Registered Penetration Tester (CRT)
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